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Reducing Cost of Compliance using Continuous Controls Monitoring (CCM)

Increased globalization, complexity in business environments and higher emphasis on corporate governance drive the need for
compliance. Compliance can be external, i.e., imposed by legislation, or internal, which is driven by organizational policies and
procedures. Progressive and matured organizations consider compliance as an enabler to meet business objectives. Their focus goes beyond
the requirement of law and use compliance as means to increase process efficiency and stakeholder confidence.

What is Continuous Controls Monitoring?

Continuous Controls Monitoring (CCM) assumes a periodic review of controls. It is important to note that for risk and compliance, CCM
involves near real-time review, which can be performed only if testing is automated. Hence, automation of testing is key to Continuous
Controls Monitoring.

Evolution of Continuous Controls Monitoring

Initially, compliance was virtually non-existent since there were only few frameworks available. Internal control did not involve testing and
assessment and internal audit was largely confined as group reporting to Chief Financial Officers (CFO) and not the audit committee. The
Sarbanes Oxley Act, 2004 was the landmark legislation for compliance despite which companies faced lack of defined processes for
compliance. However, as compliance evolved, organizations realized that automation, i.e., control execution and compliance program
management, was key to reduced cost of compliance.

REDUCED EFFORT: Automated testing of controls reduces effort for review

REDUCED AUDIT COST: Auditors place greater reliance on automated testing and reduce
effort on substantive testing

How does CCM
Help Reduce the
Cost of
Compliance?

INCREASED FREQUENCY OF AUDIT: CCM enables more frequent audit with reduced cost

MULTI-COMPLIANCE CAPABILITY: CCM supports compliance with multiple regulations,
thereby ensuring controls are tested only once

REMOTE MONITORING: CCM enables testing of controls from remote location, enabling
monitoring controls in a cost-effective manner
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Other Benefits
PROACTIVE MONITORING Near real-time testing prevents fraud and revenue leakage

CCM's near real-time monitoring prevents control failures and enables corrective

CORPORATE GOVERNANCE . o .
action to ensure a secure organizational image




How to Implement CCM?
Implementing CCM follows a process similar to software implementation. Effective planning is important to maximize value of investments
by ensuring:

 Standardization: Processes are standardized across entities, regions etc.

+ Optimization: Right number of controls

* Automation: Controls are strategically automated

Automation is key for successful CCM implementation. Unless the controls are
automated, it is difficult to test using a tool.

Automation

The design of CCM is primarily dependent on reporting requirements, compliance with
regulations and internal policies, key controls to be monitored, etc.

Remote monitoring Automated testing can be monitored, assessed and reported from remote locations.

How can the SAP Governance, Risk and Compliance (GRC) Process Control Help?

+ Seamless integration with SAP to test transaction, master data and configurable controls

+  Connect to other ERPs or legacy systems using adaptors

* SAP pre-delivered rules for testing

+ Multiple compliance framework

+  Convergence among GRC Access Control, GRC Process Control and GRC Risk Management

+  Compliance program management: One-stop shop for end-to-end compliance needs (controls documentation, document manual
testing, surveys, planning, workflows, reporting, sign off, etc.)

* Flexiblity in user-defined rules for controls testing

Infosys has been positioned in the leaders quadrant of Gartner's 'Magic Quadrant for SAP ERP

G a rt n e r; Implementation Service Providers, North America.

Authors: Susan Tan and Alex Soejarto. Report publication date: 2 November 2010.

According to Gartner, Inc., "Leaders are performing well today, gaining traction and mind share in the market; they have a clear
vision of market direction and are actively building competencies to sustain their leadership position in the market."

Read this Gartner report in the Infosys SAP Insights newsletter. It features, research, from Gartner analysts, and, practical advice
from our thought leaders for building tomorrow's enterprise.

Newsletter can be accessed from http://imagesrv.gartner.com/media-products/pdf/infosys/infosys_issue2.pdf
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