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REVIEW

Jayaram Kondabagil

Risk Management in Electronic Banking:
Concepts and Best Practices

Risk management is an integral aspect of the
banking industry, more so in today’s environment
where the risks posed from issues such as fraud
and regulation has increased manifold as compared
to even a decade ago. And given the fact that
the banking environment today is increasingly
‘electronic’ in nature where the success of a bank
rests on its ability to exploit the Internet and mobile
technologies, while providing services over multiple
delivery channels, the need for developing new risk
management strategies becomes obvious. Jayaram
Kondabagil’s book, Risk Management in Electronic
Banking: Concepts and Best Practices, covering
risk management in this new era of electronic
banking is therefore very opportune.

Kondabagil suggests that in an electronic banking
environment, banks need to go beyond their
traditional focus areas of credit, market and
liquidity risks and look at non-financial risks
such as strategic, compliance, operational and
reputational risks. Non-financial risks, more often
than not, receive a cursory treatment from banks,
says Kondabagil, usually as a need to meet legal
and regulatory requirements, but in an electronic
banking environment, it is these risks that are
heightened. For instance, he explains, unlike
earlier, electronic banking has opened up banks
to a variety of external attacks on their internal
databases. Unauthorised access to this information
not only increases the risk of financial loss, but
also raises the possibility of the bank’s reputation
being harmed and it facing legal action from
affected parties. These risks are also increased in
the event of a disruption to a bank’s 24/7 service,
a crucial requirement in today’s e-banking world.
While the former case calls for effective information
security management, the latter requires business
continuity management.
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Providing a comprehensive
overview of the key non-
financial risks facing banks
in an e-banking world, Risk
Management in Electronic
Banking: Concepts and Best
Practices  recommends a
five-pillar  approach  for
management of these
risks. The first pillar is
an independent e-banking
risk management framework
that includes policies,
procedures and governance
models. The other four
pillars  are information
security management, outsourcing management, business
continuity management and legal and regulatory compliance.
Not only does Kondabagil cover each pillar in detail from
a practitioner’s point of view, he also looks at issues such
as organisational structures and board and senior
management responsibility.

Risk Management in Electronic Banking is no doubt a well
researched book. Commendably, without dwelling into
minutiae, Kondabagil comprehensively covers all the key
aspects of risks inherent in the e-banking arena. The High-
level Review Checklist and Glossary at the end of the book too
is very useful. The book can potentially appeal at all levels,
the bank’s top management looking for a quick overview of
risk in e-banking, to IT and compliance managers who might
wish to dig deeper.

Risk Management in Electronic Banking, however, does lack
enough real-life examples, a potential area for improvement
in future editions, but it has all the makings of a practitioner’s
handbook on e-banking risk management, a critical requirement

in today’s uncertain world =
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Flat world business
secrets from a

flat world company.

(4 word summary:
shift your operational priorities)

The world is flattening; is your business
adapting to compete and win? Are you
dreading the China Price or are you becoming
the China Price? Are you spending money on
information or are you making money from
information? Are you trying to increase
customer loyalty through good customer
service or through faster innovation? Are you

focusing your resources on competing in the
straightway or are you preparing to overtake
the competition on the turns?

We have been a flat world company since our
birth. We can help you shift your operational
priorities and win in the flat world. To know
more, visit http://thinkflat.infosys.com
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Minimize risk.

Win in the flat world.

In the flat world, the financial industry has
stepped up its compliance regulations
dramatically. So have individual
governments. The cost of failure is
very high.

Leaders in the field today have realized
that its impossible to effectively tackle
the task of managing risk and compliance
in the flat world without replacing inflexible
and obsolete technology with future-ready
new generation solutions. They understand
that doing so enables them to maximize
the opportunities of globalization while
minimizing the associated risks.

Finacle from Infosys helps you win in
the flat world by maximizing unlimited
opportunities for growth, while minimizing
the risks that come with large scale

business transformation. Global banks like
ABN AMRO, ANZ, DBS, Credit Suisse,
|ICICI, State Bank of India and many others
have leveraged the power of Finacle to win
in this globalized world.

To know how global banks have
maximized their opportunity and minimized
their risks to win in this flat world, do visit us
at www.infosys.com/finacle

Maximize Opportunity. Minimize Risk.
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