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Rights Management Solution

Information Security — What is important to know?

Information leakage is a top concern for enterprises. Data and customer information are key corporate assets. Enterprises today are focusing
on preventing information leakage more than ever before because of the following business needs:

* Legal and regulatory compliance: Most countries and many governments have specific regulatory compliance needs (e.g. HIPAA,
Sarbanes-Oxley, NASD 2711). Non-compliance can invite financial penalties or damage to reputation.

+  Contractual obligations: Many contracts have explicit conditions regarding the use of information that is shared as a result of
contractual agreement. Any breach of information use can result in large financial penalties.

*  Maintain competitiveness: Many companies are IP (Intellectual Property) intensive and this is the key to their competitiveness (e.g.
Pharma). Any leakage of such information can prove detrimental to the company’s progress.

How much control do you have over your information?

Today’s enterprise workforce is spread out. Employees can access enterprise information from various locations (e.g. enterprise perimeter,
home, airport, restaurant) and from multiple devices (e.g. laptop, desktop, Pocket PC, pen device). The amount and value of data in
enterprises are also increasing. This “mobile” nature of the workforce coupled with the diverse form factors of devices make sharing or theft
of information easy. The loss of sensitive information can prove very expensive for companies.

Think along the following points...
» s your enterprise mandated by regulatory compliance?
* Do you have contracts in place where information protection is a key requirement?
* Do you have a mobile workforce with access to corporate information from many locations?

+ Is your enterprise an IP intensive organization where preserving IP is key to your competitiveness?

If you answer yes to any of these questions, you need an Enterprise Rights Management Solution. Infosys solution leveraging Microsoft
Windows Rights Management Services (RMS) provides organizations a secure and cost effective means to protecting enterprise information.

Infosys approach to protecting enterprise information with RMS
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Infosys” phased approach to deploying RMS in your enterprise involves careful planning, thorough preparedness and smooth rollout.

Our security consultants will work with your SMEs to identify target content, users, and applications for rights management. The tool-
based approach to check for prerequisites (e.g. Office 2003) will result in fast discovery of non-ready clients for appropriate fulfillment
actions. Enterprise applications will be RMS enabled, using RMS SDKs. The proof-of-concept ensures validation of RMS with your business
needs. The deployment dashboard provides a unified view of deployments in progress and status of enterprise rollout.

Benefit of Infosys” Alliance with Microsoft

Infosys’ strategic alliance with Microsoft brings together the innovative technologies of Microsoft and the integrated services delivery

capabilities of Infosys to deliver tangible business value to you.

Steve Ballmer, CEO, Microsoft Corp, commenting on the alliance said, “Microsoft and Infosys share a commitment to helping customers
use technology to improve every area of their business, from process excellence to connecting with customers to responding effectively to the
competitive landscape. Microsoft’s long-term focus on delivering an integrated, manageable and reliable platform, combined with Infosys’
unique delivery model and deep consulting skills, is designed to help customers succeed and grow through increased efficiency, cost savings

and business value.”

Allied services

Security Services

This service addresses the breadth
of security challenges such as
Perimeter Security, Security
Policies, Application security,
effective Security Patch/release
management, Compliance &
Audit.

Enterprise Portals

To improve productivity,
enterprises need a way

to customize their IT
environment to access only
relevant applications and

data. Our Portal solution,
together with the Identity
Management solution, creates
a personalized environment to
deliver contextual content and
services to all your users from
any web-enabled device.

Enterprise Application
Integration

To enable real time and informed
decision making, companies
need to integrate systems and
applications from different
sources. This service provides
EAI consulting, integration
competency establishment,
package implementation and
operations management.

Technology Consultant

We work with you to develop
implementable architecture
solutions that help you
leverage technology to enable
business strategy. Our solution
helps you achieve a balance
between IT Effectiveness and
business innovation.
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