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The GDPR deadline is closing in — Are you ready?

In today’s age where data is
everything, data protection
laws are critical to secure the
rights of people. The European
Union (EU) is leading the
way with its new regulation
called General Data Protection
Regulation (GDPR) issued in
2016.The GDPR not only repeals
Directive 95/46/EC across all 28
EU member states but aims to
fortify data protection for EU
residents — no matter where the
data resides.
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Your organization could be in
the GDPR net

Are you aware that the scope of GDPR
extends to any organization that deals
with the personal data of EU residents — be
it financial, employee, or customer data?
This means that any organization in any
industry across the globe that captures

or processes such personal data will be
required to be GDPR-compliant before May
25,2018. Comprising over 173 regulations
and 99 articles, GDPR includes mandates,
repeals, exceptions and responsibilities

for all organizations to ensure that such
data is protected. If your organization falls
within this scope, you need to prepare for
significant changes in how your enterprise
manages its cloud applications, enterprise
documents, core processes, etc.

Secure your business in the
EU with Infosys

To help organizations become GDPR-
ready while securing their business, Infosys
has designed a unique GDPR offering. It
leverages the Infosys framework for GDPR -
Assess, Define and Design, Administer and
Implement, Manage and Secure.

This framework derives key questions and
drivers for compliance from the standpoint of
GDPR’s key focus areas, as mentioned in the
official EU journal and helps organizations
meet these requirements. As an end-to-end
solution framework from assessment to
security, the Infosys Framework for GDPR
ensures your organization is GDPR-ready

and can continue business that involves EU
residents’' personal data.



Service Offerings — Enable organizations with GDPR'’s Key Action Items

GDPR Offerings

Privacy by Design

Organizations must safeguard the
rights of the data subject by design
& by default while processing only

the necessary and required data.

Data Protection Officer

Organizations that monitor data

g subjects, or process. sensitive
=1 J personal data, must appoint a Data
Protection Officer

GDPR Drivers

Security and Portability

Organizations need to report
personal data breaches within 72
hours. Organizations must develop
interoperable formats to port data

Explicit Consent and
Right to Erasure

Organizations must secure explicit and
unambiguous consent from data
subjects for data processing, profiling
and ‘Right to be forgotten’ requests
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- Establish a framework of .
assessing, reviewing, and
monitoring data processing .

procedures, aiming to minimize
data processing and retention of
data, and building in safeguards

o

Structured assessment and systematic validation of
existing data processing and retention solutions
Analysis and recommendations on planning,
governance, process, culture, data, and technology

» Re-engineer the data life cycle process to improve quality and reduce compliance / security risks
+ Devise a framework to handle the vastness, technical complexity, and international
character of the data and information landscape
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Infosys framework for GDPR

Organizational Assessment and
Data Management

Data Governance
and Change Management

« Assess the maturity level of the current governance implementation
- Create the data protection organization structure
+ |dentify policies to be implemented organization-wide

- Change management strategy
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- |dentity and access management

+ Information security

- End-to-end implementation

- Tool evaluation

- Preventive and detective controls
recommendation

Reporting and Communication

- Strategy and frameworks to modify
processes to be GDPR compliant and at
the same time to minimize impact to
business

« Privacy impact assessment design

Data Security, Privacy,
Accuracy, and Storage

Assess
Assess, Envision, and Roadmap

GDPR Compliance Assessment

Overall G
Define and Design
Architect, Validate, and Design

Develop Revised Architecture and
IT Infrastructure Plan

Plan

Administer and Implement
Build, Test, and Integrate

Build Data Management Framework

Manage and Secure

Stabilize and Improve

Roadmap Realization

Gap Analysis
Governance Framework, Architecture,
Personal Data Life Cycle

Process Design
Maximize automation in personal data
collection / aggregation / reporting

Realignment of Operations

Supervision & Remedial Actions
Periodic Review of Principles Within
and Qutside Jurisdiction

Evaluate process and technology
landscape

Refine Personal Data Reporting
Complete, Accurate, Adaptable, Timely

Testing under Normal and Stress
/ Crisis Situation

Data Strategy Realization

Roadmap Strategy
Transition from As-Is to To-Be
GDPR-Compliant state

Program Governance Plan
Plan to establish DPO Organization

Refine
Architecture, IT Infrastructure, Data
Aggregation, & Reporting Processes

Decommission

Deliverables, Accelerators, Templates

Connect with our experts at gdprcompliance@infosys.com to know more about GDPR, its impact on your business, and how you can stay secure
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