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Abstract

As IT becomes a key business lever for organizations, ensuring
smooth IT operations and infrastructure health is a top priority.

IT event management is a critical field that helps organizations
monitor and maintain the health of their IT infrastructure to
eliminate business disruption. However, an effective event
management platform needs the right tools and implementation
approach. This paper examines the current challenges with IT service
operations and the role of event management. It also describes how
ServiceNow Event Management can address these challenges and
enable business-driven IT.
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Introduction

The role of information technology (IT)

in today’s organizational landscape has
undergone extreme transformation. From
being a silo-ed department dealing with
applications and software, IT is now a key
business enabler for enterprises across
industries. Gartner reveals that the value
of business-driven IT is increasing as nearly
29% of IT spend comes from business units
rather than traditional IT. To enable rapid
technology transformation, organizations
must enable lean, agile, responsive, and
highly-available IT to avoid business

disruption.

IT operations and the role of
event management

Event management plays a vital role in an
organization’s IT service operations as it
provides a platform that acts as the ‘eyes of
IT. This capability is popularly known as a
‘single pane of glass. Event management
is the process of tracking events across IT
infrastructure and operations to ensure
proper functioning of the business. It
monitors service deviations or application
abnormalities, generates events, and
analyzes and determines appropriate
control actions to resolve them. However,
event management is a challenge for
organizations owing to:

« Highly customized legacy monitoring
and event management platforms that
require high maintenance

« Silos of infrastructure and application
support teams

« High volume of events and complex
event correlation
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« Poor visibility into business service
impact

« Delays in restoring services and
conducting root cause analysis (RCA)

- Lack of predictive analytics and
anomaly detection for events

- Lack of automated remediation

The right approach for
effective event management

Effective event management should alert
and notify teams about potential issues or
impact to infrastructure and application
components that may result in outages.
Ultimately, the goal is to minimize
business disruption and increase
transparency by reducing the mean time

taken to restore service (MTRS).

To achieve this, organizations need a
well-planned approach comprising the

following key aspects:

Determine all monitoring element
managers that are monitoring
infrastructure or applications and
can feed into the event management
platform

Consider consolidating event monitoring
into a single platform

Identify the existing event management
process and alert-to-incident workflow
and mapping

Evaluate the need for event correlation
and de-duplication

Uncover opportunities for alert
remediation and automation

Leverage a knowledge base to capture
remediation steps for known issues

Map the process that provides alert
notifications and escalates events

Determine access levels required for
different support teams to manage
an alert lifecycle and the subsequent
processes



ServiceNow Event
Management Platform

As an industry-leading platform

for IT service management (ITSM),
ServiceNow has been focusing on

areas like IT operations and business
management. The ServiceNow IT
Operations Management (ITOM) Suite
helps enterprises enjoy efficient IT service
operations with minimal business impact.

ServiceNow ITOM offers event
management capability with a
comprehensive suite of services that helps
organizations streamline event detection,
notification and resolution through
intuitive features. It leverages a single

identify issues, remediate problems, and
generate reports, thereby minimizing
business impact. Moreover, the platform
leverages automation to accelerate root
cause analysis and can be coupled with
ServiceNow Operational Intelligence

to predict failures/issues arising from
anomalies, thereby maintaining the

health of the IT infrastructure.

ServiceNow Event
Management: Key features
and benefits

« A unified platform for IT service
management (ITSM) and IT operations

+ 360-degree visibility into infrastructure
operations through smooth native
integrations across various modules
such as event management, incident
management, change management,
configuration management database,

and knowledge management

« Timely intelligence into operational
health through out-of-the-box (OOTB)

event correlation and analytics

- Ease of implementation and ongoing
support to lower total cost of

ownership

« Increased transparency of business and

dashboard to track IT application health, management (ITOM) IT operations with one-stop visibility
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Figure 1: Blueprint of ServiceNow event management




Roadmap for event
management and beyond

Organizations can leverage the capability
of the ServiceNow platform to deliver

critical event management functions.
The platform can be further enhanced
by mapping it with other IT operations

management suite components

like ServiceNow Service Mapping,
ServiceNow Orchestration and
ServiceNow Operational Intelligence

add-on.

a Detect and Analyze Failures »

- Consolidate monitoring tools and
feed all events into ServiceNow Event
Management

+ Use advanced correlation and
deduplication techniques to reduce alert
volumes

+ Analyze patterns to proactively identify
issues before they become problems

e Determine Business Impact

« Discover and map your business services
and applications

» Map alerts to business services to
determine service impact

« Correlate event, change, incident and Cl
information creating a holistic view of
service health

Automate Remediation

-©

« Use predictive analysis to identify
automation candidates

« Enable auto-remediation using
orchestration workflows

- Trigger other actions based on defined
rules like IM creation for unresolved issue

« Enable well-defined notifications and
subscriptions

« Enable service dashboards and track KPIs

ServiceNow Event Management ServiceNow Service Mapping Service Now Orchestration

Figure 2: Being service-aware through ServiceNow modules

Conclusion

A well-designed and mature event management function is a critical factor for the success of the IT department. It enables organizations to
increase operational efficiencies and realize faster returns on investment. ServiceNow IT Operations Management is an industry-leading tool
that performs business service impact analysis using a top-down approach rather than the traditional bottom-up approach. It includes the
right set of capabilities to deliver value to the business.
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