VIEW POINT

GENERAL DATA PROTECTION
REGULATION (GDPR) – A
FOUNDATION FOR FUTURE BANKING
BUSINESS IN EUROPE

ABCs of GDPR
Data Protection Act has existed in UK since
1998, following the EU data protection
directive 1995 covering protection, processing
and movement of personal data. Recently
General Data Protection Regulation (GDPR)
has been promulgated to replace the current
EU Data Protection directive and harmonizes
data privacy laws across Europe.
GDPR affects all kinds of organizations that
handle customers’ data be it the Banks, high
street retailers, global internet providers or
public sector agencies that hold millions of
individuals’ data.

Challenges Faced by Business

While GDPR has come into force on
25 May 2018, its compliance is to be
considered as a journey and not a
destination.
Institutions within UK will still have to
comply with GDPR regulations though
UK has planned to leave the EU. Another
persuasive reason is the UK institutions
continue to do business with other
countries in the EU; and after Brexit will
need to comply with the GDPR to avoid
breaches.
Recent UK government announcements
also support GDPR retention.

Opportunity cost for noncompliance

In order to meet the regulation, the
organizations need to take a holistic
approach and put in place operational
processes and technology interventions. A
post-implementation assessment / audit
framework will also need to be thought
through.

With GDPR’s Requirement, customer
should be well informed on how a service
collects and processes his/her PersonallyIdentifiable-Information (PII).

According to a global survey by Gemalto

Key requirements include -

This for institutions is a business challenge
than a IT challenge; For sure, it’s a challenge
for CIOs, but the business challenge is
all about the impact on the customer
relationship. Business will have to address
these challenges by collecting only
pertinent data for the service offered OR
end up changing their business operating
model.

with the company where their sensitive data

A recent survey by Kuppinger-Cole indicates
73.5% of the respondents chose improved
customer relationships and interaction as
means to achieve any company’s digital
transformation journey.

Infosys framework
Infosys has deep understanding of
GDPR regulation with ready to use GDPR
framework. Our knowledge warehouse
has tools and accelerators that can be
appropriately customized for quicker
implementation. The Infosys GDPR
framework covers entire lifecycle of steps
in GDPR requirement identification,
assessment, prioritization of requirements
for implementation, value realization and
enablement
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In short, it will become far more Important
for institutions to exhibit and persuade the
value of certain consents obtained to the
customer than before.

to assess how they perceive organizations
that are the victim of data breaches, 64% of
respondents say they would not do business
was stolen.
While there are penalties for breach to
the tune of 20 million euros OR 4% of a
company’s global annual revenue for the
preceding year, there would be impalpable
impact and companies can be cast aside by
customers, investors and shareholders.

• Executive commitment
• Appointment of Data Privacy Officer (DPO)
• Assessment of collection, storing and
processing of current data
• Comprehensive data protection plan,
including breach notification
• Organization Change Management to
adopt to GDPR requirements
• Continuous assessment to ensure
compliance

Solution components within Infosys
GDPR framework includes

Nextlab to leverage its data-centric

• Data Discovery, reporting, masking
through Infosys Enterprise Data Privacy
Suite (iEDPS)

Authorization technology based on

• Data archival through Infosys Archival
Workbench (IArW)
• Customer Service management and data
portability through Infosys Customer
Interaction Service (ICIS) tool
• Infosys NIA Cognitive Intelligence
platform for the post assessment
phases to achieve faster turnaround for
compliance
• Data Deletion, Minimization, Extraction,
User-Access with NextLab’s modular
solution. Infosys has partnered with

security solutions using Dynamic
Attribute-Based Access Control (ABAC)
Enablers within Infosys GDPR framework
includes –
• Tool evaluation kit – Facilitates tool
selection process for GDPR interventions
• Organization GDPR maturity assessment
questionnaire - Assess various aspects of
the organization to do Gap Analysis w.r.t
GDPR compliance
• GDPR best practices in BoK – Bible for
GDPR regulation; Includes regulations
/ articles to capability mapping – From
Organization, Consulting and Technology
Viewpoint

• Business needs prioritization framework
- Prioritization of the business areas for
the organization to work towards GDPR
compliance
• Business Value realization framework Derive the value for an organization w.r.t
the operational levers, significant for
GDPR
• Personal Sensitive Data Profiler Identification of Personal Sensitive
Data, its flow within and outside the
organization and its form at Attribute
level
• Data Governance model - Detailed Data
Responsibility and Accountability for an
Organization
• Privacy Impact Assessment framework

Business benefits of implementing GDPR
With GDPR there are a host of business benefits to institutions implementing it. Highlighting the positive elements of regulation:

Dependencies
There are other regulations as well,
requirements of which overlap with GDPR.
Some of these include • Payment Services Directive 2 (PSD2)
requires 3rd party payment services
providers (TPPs) to obtain consent to

access customers’ payment account
details.
• Open Banking regulation requires
banks in UK to open their data through
Application Programming Interfaces
(APIs). This would result in banks to
change from one-stop shop for financial
services to open platforms where

customers can leverage a modular
approach to banking and provide the 3rd
parties direct access to data.
While implementing GDPR, institutions
needs to also consider applicability of these
other regulations and overlaps, to avoid
duplication of effort.
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While implementing GDPR, institutions needs to also consider applicability of these other regulations
and overlaps, to avoid duplication of effort.

Conclusion
Conclusion

privacy hasofbeen
cause ofwith
key GDPR.
concern
specially
in financial
ns as well,Data
requirements
whicha overlap
Some
of these
include ‐services industry in this digital world.
of
data
privacy
could
resultspecially
in
potential
lossservices
of(TPPs)
organizations’
iscould
a result
privacy
has
been
a3rd
cause
of
key
concern
in providers
financial
industry
digital world. AGDPR
breachregulation
of data privacy
DirectiveAData
2breach
(PSD2)
requires
party
payment
services
to in this reputation.
in
potential
loss
of
organizations’
reputation.
GDPR
regulation
is
a
step
towards
ensuring
data
privacy
and
in
turn
addressing
the
concern
about
step towards
ensuring
data details.
privacy and in turn addressing the concern about the potential loss to
access customers’
payment
account
the
potential
loss
to
organization’s
reputation
caused
by
data
breaches.
A
GDPR
violation
can
take
away
years
of
brand
building
and
customer
organization’s
by data
breaches.
A GDPR violation can take away years of brand
ulation requires
banks inreputation
UK to opencaused
their data
through
Application
assurance. An effective implementation of GDPR is a must to strengthen corporate reputation.
erfaces (APIs).
Thisand
would
result in
banks to change
from one‐stop
shop forof GDPR is a must to strengthen
building
customer
assurance.
An effective
implementation
to open platforms
where
customers
can
leverage
a
modular
approach
to
corporate reputation.
ide the 3rdUnit
parties direct access to data.
R, institutions
Unitneeds to also consider applicability of these other regulations
Application Development and Maintenance, Infosys
plication Financial
ofFinancial
effort.Services,
Services, Application Development and Maintenance,
Infosys

About the Authors

ause of key
concern specially in financial services industry in this digital world.
Experts
ould result in potential loss of organizations’ reputation. GDPR regulation is a
Renu Lata Rajani nce Practice, Financial Services Domain Consulting Group, Infosys
ta privacy and in turn addressing
the and
concern
about
theServices,
potential
Vice President
Delivery Head,
Financial
Infosys loss to
caused by data breaches. ARenu
GDPR
violation
can
take
away
years
of brand
Rajani is Vice President and Delivery head in Financial Services at Infosys. She is a seasoned IT services/
surance. An effective implementation
of GDPR
is years
a must
to strengthen
consulting leader
with 28
of experience.
As a delivery head, Renu leads the delivery for a large cluster of BFS
clients spanning across APAC, Europe and the USA. Renu’s experience spans across IT Services delivery, regulatory
compliance, transformation, providing technical solutions, outsourcing governance, and consulting. Renu has
helped global banking and financial services clients in outsourcing their engagements, delivering seamlessly, and
transforming delivery in line with latest digital business, technology and regulatory needs.

ation Development and Maintenance,

nt

Prior to joining Infosys, Renu served Capgemini, Citibank, IBM, in key leadership roles. She holds an MS degree
from Krannert Graduate School of Management, Purdue University; and a B Tech degree in Computer Science from
Lucknow University.
She is Kiran
also a certified
Banker
(CAIIB)
and accredited as IBM Sr PM with DPE/Service Management
Renu Rajani, Vice President
Shashi
Rao, Sr.
Project
Manager
Specialization.
Shashi Kiran Rao

nce Practice, Financial Services Domain Consulting Group, Infosys

Senior Project Manager, Financial Services, Infosys

Shashi Kiran Rao is Sr. Project Manager currently managing Security & Fraud solution platform for a leading UK
bank. 19 years of IT experience driving implementation of key projects / programs and strategic initiatives. Extensive
knowledge in Cyber Security, Risk & Compliance and P&C Insurance; track-record of overseeing multi-million dollar
transformational programs.
He holds a MS degree in Consultancy Management from BiTS Pilani and engineering degree from Bangalore university.

Shashi Kiran Rao, Sr. Project Manager

For more information, contact askus@infosys.com
© 2018 Infosys Limited, Bengaluru, India. All Rights Reserved. Infosys believes the information in this document is accurate as of its publication date; such information is subject to change without notice. Infosys
acknowledges the proprietary rights of other companies to the trademarks, product names and such other intellectual property rights mentioned in this document. Except as expressly permitted, neither this
documentation nor any part of it may be reproduced, stored in a retrieval system, or transmitted in any form or by any means, electronic, mechanical, printing, photocopying, recording or otherwise, without the
prior permission of Infosys Limited and/ or any named intellectual property rights holders under this document.

Infosys.com | NYSE: INFY

Stay Connected

