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Executive Summary

Augmented Reality (AR) and Virtual Reality (VR) technology
is gaining traction in healthcare and medical device sectors for
improving manufacturing accuracy, operational efficiency and
compliance. The global augmented and virtual reality in healthcare
market was valued at USD 3.9 billion in 2024.

The market is anticipated to grow from USD 4.7 billion in 2025 to
USD 30 billion in 2034, growing at a CAGR of 22.9% from 2025 to
2034, according to the latest report published by Global Market
Insights Inc. They enable hands-free, real-time guidance for tasks
such as equipment handling, device assembly, reducing errors

Introduction

Augmented Reality (AR) and Virtual Reality (VR) technologies are
rapidly transforming operations across the life sciences industry,
particularly within the pharmaceutical and medical device sectors.
These immersive technologies enable real-time interaction
between digital content and the physical world, offering new
possibilities for precision, compliance, and efficiency in regulated
environments. Among their most promising applications are AR/VR
wearable devices, such as smart glasses, which overlay contextual
digital information onto the user’s field of view. These devices
facilitate hands-free access to data, instructions, and visualizations,
enhancing task execution, reducing human error, and supporting
quality-driven outcomes. In pharmaceutical manufacturing, AR
glasses are being used to improve training, streamline standard
operating procedures (SOPs), and reduce human error in complex
tasks such as equipment handling and batch processing. Similarly,
in the medical device sector, AR supports assembly, maintenance,
and technician training through step-by-step visual guidance and
real-time feedback.

These applications not only boost productivity but also contribute
to quality assurance and regulatory compliance. However, the
deployment of AR/VR systems in regulated environments governed
by Good Automated Manufacturing Practice (GAMP) and broader
GxP guidelines presents unique challenges. Traditional Computer
System Validation (CSV) frameworks are often inadequate for
immersive technologies, particularly those involving see-through
displays, gesture-based interfaces, and dynamic content rendering.
Ensuring safety, reliability, and data integrity in such systems
requires a rethinking of validation strategies. Moreover, smaller
innovators face significant barriers due to the cost and complexity
of compliance, limiting broader adoption. This paper introduces a
CSV framework tailored for AR/VR systems used in GxP-regulated
environments. It explores current and emerging applications of
AR glasses in the pharmaceutical and medical device industries,
identifies key validation and regulatory challenges, and proposes
pathways for standardization and integration. By addressing these
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and enhancing compliance. However, widespread adoption is
hindered by validation challenges. Regulatory requirements
demand rigorous testing for safety, reliability, and performance and
system integration. Additionally, user acceptance and compatibility
with existing digital systems remain key barriers. Standardized
validation frameworks and collaborative efforts are essential to
ensure safe and effective deployment. Addressing these challenges
will unlock the full potential of AR technology in transforming
healthcare and medical industries.

issues, stakeholders can unlock the full potential of immersive
technologies while ensuring compliance with regulatory expectations.



Validation Challenges of AR/VR Systems in GxP-Regulated Environments

To effectively validate AR/VR systems under GxP guidelines, several unique challenges must be addressed. These include:

1. Data Integrity & Compliance

In a pharmaceutical packaging facility, AR glasses guided operators through SOPs for labeling and sealing, syncing with
the MES to record each step. During a batch run, a network glitch caused incomplete data transfer missing timestamps and
operator IDs in the batch record. This triggered a deviation and delayed product release due to manual reconciliation.

This underscores the critical importance of implementing robust data validation protocols in AR/VR systems. Data integrity
in this context refers to ensuring that all data captured through augmented reality interfaces is complete, accurate, and
traceable. To meet these standards, validation efforts must encompass audit trail testing, timestamp verification, reconciliation
mechanisms, and strict adherence to 21 CFR Part 11 compliance requirements.

2. System Integration & Compatibility

A medical device manufacturer implemented AR glasses to aid technicians during assembly, but frequent sync failures and

incomplete task logging occurred due to the MES lacking native support for the AR device’s API.

This underscores the challenges of integrating AR/VR with legacy systems, requiring thorough validation of interfaces, data
formats, middleware reliability, and interoperability with MES, EMRs, and diagnostic tools.

3. Security & Access Control

In a hospital pilot, AR glasses were used to give clinicians real-time access to patient records. One device was accessed without
proper authentication, exposing sensitive health data. This led to the implementation of biometric authentication and
encrypted data channels.

Securing AR/VR systems in regulated environments requires robust validation protocols. These include multi-factor
authentication, role-based access controls, and strong data encryption to protect user privacy and system integrity. Compliance
with cybersecurity standards like HIPAA, GDPR, and FDA guidelines is essential to ensure legal and ethical use in healthcare
and life sciences.

4. Performance & Reliability

A biotech firm used AR glasses to guide cleanroom operators through aseptic procedures. Latency in data transmission caused
delays in step confirmations, leading to procedural errors. The issue was resolved by enabling offline mode with sync-on-

connect and validating performance under various network conditions.

AR/VR systems must be validated to ensure consistent performance under real-world conditions. Validation protocols should
include stress testing under variable network conditions to assess system resilience, implementation of edge computing
strategies to reduce latency and enhance local processing capabilities.

5. Usability & Training

A pharmaceutical company’s implementation of VR-based training for sterile filling lines revealed a critical human factors
challenge. Although engagement improved, some trainees misinterpreted visual cues, resulting in operational errors during
live procedures. In response, the training content was revised, and usability testing was incorporated into the validation plan.

This example illustrates the importance of human factors in AR/VR validation. Validation must include usability testing of
interfaces to ensure clarity and intuitiveness, alignment of Standard Operating Procedures with virtual workflows, assessments
of training effectiveness and feedback loops.
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Lifecycle Approach to Validate AR/VR systems
in Regulated Environments

When validating AR/VR systems in the life science industry, special @
attention must be given to several unique aspects of immersive

These considerations are critical to ensure the system is not only

technology that differ from traditional computerized systems. Q DEPLUY

compliant but also safe, effective, and fit for purpose.

Validation of AR/VR systems in pharmaceutical and medical device MUNlT[]R VEHlHBATl[]N

settings must follow a structured, risk-based approach to ensure
reliability, safety, and GxP compliance.
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Figure1- AR/VR System Validation: Lifecycle Approach

VALIDATION PLANNING

Validation planning for AR/VR systems in pharma involves defining impact, and outlining deliverables like 1Q, 0OQ, and PQ protocols.
the system'’s scope, intended use cases (e.g., training, simulation), Key considerations also cover risk assessment, data integrity,
and regulatory context through a Validation Master Plan integration with existing systems, and establishing acceptance and
(VMP). It includes identifying system boundaries, assessing GxP revalidation criteria.

1. Defining use cases (e.g., SOP guidance, aseptic training, diagnostics)

Before deploying AR/VR technologies, it's essential to clearly define why you're using them and where they will be applied. This step
ensures alignment with business goals, regulatory requirements, and operational needs.

Example

Regulatory Compliance - Ensuring SOP Adherence:

In a sterile filling area, AR glasses display SOPs for equipment cleaning. Operators follow visual cues and voice prompts,
ensuring every step is completed and logged. This system maintains an audit trail and supports 21 CFR Part 11 compliance.

Equipment Maintenance - Step-by-Step Overlay:

jiﬂ% In a pharma setting, AR glasses guide operators through preventive maintenance of a tablet press machine. By scanning a
QR code, a step-by-step checklist is overlaid, showing tasks like lubrication points. Operators confirm each step via voice or
gesture, and all actions are logged in the MES with time stamp.
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2. Requirements Analysis

This ensures that the AR/VR solution meets operational needs,
user expectations, and regulatory standards. It involves defining
functional, non-functional, and regulatory requirements.

Functional Requirements

Functional requirements for AR/VR include the ability to deliver
immersive, interactive training simulations and real-time guidance,
while ensuring accurate tracking of user actions, secure data
handling, and seamless integration with existing systems like MES
and LIMS for compliance and traceability.

Example

AR SOP Overlay:

When an operator looks at a bioreactor through

AR glasses, the system should display cleaning
instructions and highlight critical points.

Interactive Feedback:

!A The system should provide real-time alerts if a
O trainee skips a step during VR training.
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Figure2- AR/VR Workflow for Immersive Solutions
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Non-Functional Requirements

Non-functional requirements define how an AR/VR system should perform rather than what it includes aspects like system reliability,
security, usability, scalability, and compliance with industry standards to ensure smooth, safe, and efficient operation.

Regulatory Requirements

Regulatory Requirements for AR/VR systems ensure compliance and support electronic signatures for task completion, maintaining
with GxP standards such as 21 CFR Parts 210, 211, and 820.The data integrity and meeting regulatory expectations.
system must log all user interactions with timestamps (audit trails)

3. System Risk Assessment

AR/VR systems in the pharmaceutical industry must be categorized compliance. Systems used solely for training or visualization pose
under GAMP 5 to determine the appropriate level of validation. lower risk, while those interfacing with GMP environments or
Risk assessment must be performed to evaluate potential impacts storing GxP data require more rigorous validation.

on product quality, patient safety, data integrity, and regulatory

SPEGIFICATION AND DESIGN

Specification Phase involves translating user needs into detailed functional and design specifications aligned with GxP standards, addressing
AR/VR-specific features like gesture controls, audit trails, and system integration.

1. Environment Setup

Setting up the right environment is critical for successful AR/VR implementation in pharma. It ensures technology is safe, compliant, and
effective.

2. Hardware Configuration

In a AR/VR setup, head mounted devices are used to deliver immersive training and operational guidance. Here are some key considerations
for hardware setup for an AR/VR system in life science industries.

Device Compatibility:

1
/ﬁ Ensure AR/VR devices are compatible with

cleanroom standards and that can be

easily disinfected and used safely in sterile
environments.

User Comfort and Ergonomics:

Choose headsets and accessories that are

T

comfortable for extended use and adjustable
for different users.

Tracking Accuracy:

Incorporate motion sensors or depth cameras

to accurately monitor user interactions.
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Network Connectivity:

Ensure stable and secure network access (LAN/
Wi-Fi) for real-time data exchange and system

responsiveness.

Power and Portability:

Consider battery life, charging infrastructure, and
mobility of devices for uninterrupted operation.

Security and Access Control:

Implement role-based access and data encryption
to protect sensitive information and ensure
compliance.




3. Software Setup

AR/VR software setup involves AR application and development
platforms to build immersive experience and interactive overlays.
It also ensures smooth integration with pharma systems like MES
and LMS. Here are the key considerations for software setup of AR/
VR systems in the life science industry:

Regulatory Compliance:

AN
Ensure the software supports features like

audit trails, electronic signatures to comply
with FDA 21 CFR Part 11, and EU Annex 11.

System Integration:

The AR/VR software should integrate
seamlessly with existing MES, LMS, and ERP.

Content Management:

Enable easy updates and version control
for SOPs, training modules, and process
simulations.

Performance & Stability:

Ensure the software runs smoothly with
minimal latency, especially during real-time
training or operational guidance.

Scalability:

The system should support expansion across

departments and facilities without major
reconfiguration.

User Management:

Implement role-based access control to
restrict functionalities based on user roles.

Security:

Incorporate encryption, secure login

protocols, and data protection measures to
safeguard sensitive information.

4. Network Setup

A secure LAN/Wi-Fi network is essential for the safe and efficient
operation of AR/VR systems. It includes firewall protection to
block unauthorized access and VLAN segmentation to isolate
AR/VR devices from other network traffic, reducing the risk of
data breaches. This setup ensures that sensitive information such
as SOPs, training records, and user activity logs is protected from
external threats.

5. Physical Space Setup

Facilities must have specific space for AR/VR use to enhance
operational efficiency. These dedicated spaces are essential to
ensure safety, maintain sterile conditions, and support regulatory

compliance.

Example

In a cleanroom, AR markers are placed on
.?. equipment, when scanned, these markers trigger

SOP overlays, guiding operators through operation
steps without touching paper or screens.

6. Content Design & Development

Designing AR/VR content for pharmaceutical applications requires
a focus on realism, regulatory compliance, and user engagement.
3D models mustaccurately representequipment and environments.
Content must support intuitive user interaction, performance

tracking, and seamless integration with systems.
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VERIFICATION

It ensures that the AR/VR system works as intended before deployment. It focuses on functionality, performance, and accuracy of application

and Device.

1. Installation Verification

Installation Qualification (IQ) testing for AR/VR systems in the pharmaceutical industry involves verifying that all hardware and software

components are installed correctly and according to predefined specifications. This includes:

— Confirming device setup (e.g., ~.= Verifying r?etV\{ork ' {] { [} Ensu'ring sof.tware platforms
"@ AR/VR headsets, sensors, ;41 connectivity, firewall settings, o @ —  and integrations with MES/
servers) matches the approved ——  and VLAN segmentation. LMS are installed.

configuration (Documenting serial
numbers, firmware versions)

2. Functional Testing

The purpose of functional testing is to ensure that the AR/VR
system performs all intended operations correctly and meets the
defined user requirements.

Device Compatibility Testing

«  Verify AR/VR system works across supported
headsets, controllers, and sensors.

«  Ensure compatibility with specific platforms
(e.g., LIMS, MES).

«  Ensure accurate overlay of AR elements on real-
world objects.

Spatial Interaction Testing

«  Test gesture recognition, hand tracking, and

gaze-based controls.

Voice Command & Ul Testing

«  Confirm voice commands trigger correct
actions.

+  Test Ul responsiveness and menu navigation

and contextual help features.

Calibration & Tracking Accuracy

<
h «  Verify head and hand movement tracking

precision.

«  Testalignment of virtual objects with physical
markers or QR codes.
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It helps identify defects, validate system behavior, and confirm

readiness for real-world use in pharmaceutical environments.

Safety & Comfort Testing

-

@,
. Monitor for motion sickness, eye strain, or
L J Y

disorientation.

- Ensure ergonomic design for prolonged use.

Scenario-Based Testing

- Simulate specific workflows (e.g., virtual SOP
training, equipment handling).

- Validate step-by-step guidance and feedback
mechanisms.

Data Integrity & Logging

«  Confirm accurate logging of user actions and
secure transmission of data to backend systems.

«  Ensure compliance with standards for Electronic
Record and Signature. (e.g., 21 CFR Part 11).

Error Handling & Recovery

«  Validate system behavior during hardware
disconnects or software crashes.

«  Ensure recovery and user notification

mechanisms.



Example

In a cleanroom AR setup, when an operator looks
@ at an autoclave, the AR glasses should display
— the correct sterilization SOP. If the overlay shows
incorrect steps or fails to trigger, it's a functional
defect.

3. Performance Testing

UAT confirms that the system works as intended for end-users in
actual operational scenarios. It focuses on usability, accuracy, and
compliance.

Example

During VR training for gowning, the simulation
should run at 90 frames per second (FPS) without
noticeable lag. If latency exceeds, users may

experience discomfort, requiring optimization.

Trainees use VR to practice gowning procedures.
They go through each step gloves, masks, coveralls

E

while the system tracks accuracy. If a step is missed,

the system flags it.

TRAINING & DEPLOYMENT

Appropriate deployment strategy ensures smooth adoption of the
AR/VR system in pharma operations. It begins with pilot training
sessions involving a small user group to test usability and gather
feedback, allowing adjustments before full rollout.

Staff must be trained on safe and hygienic use of AR/VR devices,
including proper handling, cleaning protocols, and emergency
procedures.

Documentation

Proper documentation is essential for ensuring regulatory
compliance and audit readiness. A Validation Summary Report
(VSR) for an AR/VR system is prepared to provide a concise
overview of the activities conducted to ensure the system meets
its intended requirements. This includes validation protocols, test
results and defect logs. All defects must be recorded, analyzed, and

Pilot sessions reduce risk and uncover usability
issues early.

Safety training prevents accidents and ensures

compliance.

Phased rollout ensures smooth adoption and

scalability.

corrected before system release. VSR also concludes the readiness
assessment, confirming whether the system is fit for deployment or
requires further refinement. This report serves as a vital document
for stakeholders to make informed decisions about product release
and future improvements.

MONITORING & MAINTENANGE

This ensures the AR/VR system remains reliable and compliant after deployment. It includes ongoing monitoring of system logs for performance

issues, reviewing user feedback for usability improvements, and regularly updating content and software to reflect process changes. Major

upgrades, such as new hardware or MES integration, require revalidation to maintain compliance and audit integrity.
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@ Conclusion:

AR/VR technologies are rapidly reshaping operations
in the pharmaceutical and medical device industries,
from immersive training for cleanroom procedures
to guided assembly of complex devices and remote
audits. While the potential for innovation is immense,
the deployment of AR/VR systems in GxP-regulated
environments demands rigorous validation to
ensure safety, reliability, and compliance.

This paper has outlined a structured CSV framework

tailored to the unique characteristics of immersive
technologies, addressing key challenges such as
data integrity, system integration, security,
performance, and usability. By adopting a lifecycle-
based validation approach, spanning Planning to
release, organizations can ensure that AR/VR systems
are not only technically sound but also fit for purpose
in regulated life sciences settings.
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