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- »NAVIGATING THE REGULATORY MALZE

In today's environment of heightened scrutiny and intricate regulations, it's crucial to
interpret and implement regulatory requirements by creating controls tailored to the
business needs.

However, defining these controls presents two key challenges:

- Interpreting and aligning multiple regulatory requirements with business
objectives. o
« Multiple teams working in isolation, manually mapping controls, often leading t
process gaps or overlapping efforts. ‘

To tackle these key challenges, Infosys developed a
framework through its cutting-edge technology so
Framework that: ‘

- Addresses 14 standards/regulations like ISO 27001, SOC 2, SOX, GDPR
9001, and ISO 13485 on information security, data privacy, and medic.
+ Includes over 300 controls covering 14 control areas, including acce
management, business continuity, availability, and risk managemen
22 sub-control areas like access control, provisioning, and logging/i
(Refer to Table 1.0 for a detailed list of control and sub-control areas.
elivers automated gap analysis to enhance visibility into visibilit
ompliance across the organization.
)ffers risk-based remediation guidance to address regulatory find
iinimize the risk of misinterpretation.
sures standardized control implementation across the pharmac
ical device industries.




@ REAL RESULTS, REAL FAST: SUCCESSFUL CONTROLS INTEGRATION

We assisted a leading pharmaceutical company streamline controls across 14 standards a
guidelines by:

Identifying gaps in their current control registers and recommending mitigatio
Enhancing controls based on key standards and regulations like ISO 27001, S',V
SOX, GDPR, HIPAA and I1SO 9001.

Assisting them in their transition from pharmaceuticals to medical devices (
13485) by analyzing the differences between their existing pharma controls
those required for medical devices, including cybersecurity for medical devi

to establish a more secure, comp
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Access Control
Access Management Access Provisioning
Logging and Monitoring
Asset Management Asset and Inventory Management

Business Continuity Management

Business Information Management

Change and Configuration Management
Cryptography and Encryption

Data Privacy

Incident and Event Management

Business Continuity
Backup

Disaster Recovery

Data Management

Archive Management
Change Management
Configuration Management
Cryptography and Encryption Key Management
Data privacy — US HIPAA
Data privacy - EU GDPR
Quality Incidents/ Events
Regulatory Incidents
Security Incidents

Mobile Devices

Network Security

Governance and Risk

Social Media Account Management
System Development and Operations
Website Management

Personal Mobile Devices
Work dedicated Mobile Devices
Network and Infrastructure Security

Quality, Information Security and Regulatory Risk Management

Threat and Vulnerability
Third Party Risk Management
Social Media Account
Software Development (security and privacy by design)
Software Operations

Website and Microsite Management
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