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Aviation is an asset-heavy business with several moving parts. The 
landscape is characterized by the movement of people, aircraft, 
freight, and complementary parts that enable locomotion. The 
aviation business underpins the growth and progress of economies. 
In 2019, the finest year in aviation history, 5.8 billion travelers took 
the skies in 39 million flights.

The dynamics of the aviation business involve inherent risks. People 

and airport facilities need to be safeguarded from accidents and 
threats from non-state actors. It demands 24x7x365 surveillance, 
which needs equal parts automation and preventive action. 
In this white paper, our experts present Infosys Watch Tower, 
an AI platform that serves as the eyes and ears for continuous 
monitoring, undertakes threat assessment, and mitigates 
operational risks. 

Infosys Watch Tower
Infosys Watch Tower enables real-time monitoring of situations, 
which is an important aspect of operations, specifically in the 
aviation industry. 

The need for monitoring increases exponentially at airports where 
crowd management and security are amplified. Infosys Watch 
Tower mitigates security threats and tracks cargo, thereby ensuring 
smooth operations.

The platform onboards different sensors such as camera, drone, 
and light detection and ranging (LiDAR) to detect and gather 
information about incidents, while streamlining business flows 
at airports and on runways. Infosys Watch Tower uses drones to 
inspect aircraft and sonar for Non-destructive Testing (NDT) for 
identifying and detecting material damage. It is scalable to support 
thousands of sensors along with real-time processed feeds based 
on sensor configuration and monitoring plans. 

Infosys Watch Tower leverages cutting-edge 5G technology for 
aviation enterprises  to create low-code / no-code AI workflows for 
installed sensors. These workflows are easily configurable and can 
be deployed across various edges. The platform can be extended to 
multiple AI domains such as computer vision, and across multiple 
sub-domains such as retail, facility management, and security, 
which are ancillary businesses in aviation. 

The platform offers a unified view of inferences, reports, monitoring 
plans and alerts via reports and analytics. It provides management 
with 360-degree visibility into different incidents and events. Apart 
from serving as a smart assistant for security personnel and a guide 
to the operations manager, the data collected as part of 24x7 
monitoring enhances overall security and maintenance. 

Infosys Watch Tower offers several use cases across the aviation 
industry:

Fire and smoke detection

Infosys Watch Tower is equipped with algorithms to detect fires. 
The system can detect fire and/or smoke in the airport and 
promptly raise an alarm to notify security personnel. The sensors 
monitor surrounding areas while algorithms identify smoke and 
differentiate it with images that resemble smoke, but are actually 
cloud formations or dust. 

Birds monitoring

Bird intrusion presents a high risk of aircraft collision. From 1990 to 
2019, approximately 227,005 wildlife strikes were reported by civil 
aircraft across airports in the United States of America. US carriers 
also suffered 4,275 wildlife strikes at foreign airports in this period, 
according to the Federal Aviation Administration (FAA) of the US 
Department of Transportation. FAA estimates that the annual loss 

due to wildlife strikes is US$ 500 million. 

Infosys Watch Tower captures images of birds flying over airfields 
and  triggers notifications with differing levels of severity to 
authorities. For instance, when birds are spotted in the landing or 
take off zone within a radius of 600 feet, Infosys Watch Tower raises 
a red flag. It then triggers a booming sound to startle birds and 
divert their flying path to prevent them from colliding with aircraft. 
The model is further optimized to work seamlessly in a large-scale 
deployment. The detection events are recorded and logged for 
further analysis and improvements. 

Unattended cabin baggage detection

Infosys Watch Tower tracks baggage along with their respective 
owners. It captures the owner and items of baggage in a single 
camera frame and assigns a unique tracking ID. This helps tag 
the baggage to the owner which is then tracked across multiple 
frames. Thereafter, the system takes cognizance of any unattended 
baggage beyond a specified time limit or when the owner has 
moved out of a defined area. The system instantly raises an incident 
and marks the unattended or abandoned luggage in the camera 
feed. The incident is logged for further analysis and improvement 
in the system. The model is also optimized to manage aircraft 
inspection and other airport assets using drones or sonar over and 
above the multitude of cameras across the airport facility.

Onboarding drones in Infosys Watch Tower enhances airport surveillance and 
reduces the risk of security breaches. The platform lends itself to several use cases:

Perimeter monitoring

Being a critical facet of airport security, a majority of airports have a 
perimeter fence. Since maintaining and monitoring security fences 
is costly and tedious, Infosys Watch Tower uses drone footage to 
capture and provide live feeds from different angles. It raises an 
alarm to notify authorities in the event of any suspicious activity or 
movement.

Construction monitoring

Construction of high-rise buildings in close proximity to airports 
can be detrimental and perilous to aircraft movement and 
human safety. It is imperative to check if workers adhere to safety 
measures, monitor construction debris, and manage the workforce. 
Infosys Watch Tower uses smart drone solutions to detect incidents 
of violation of guidelines.

Vegetation monitoring

Airfield vegetation is a cause of concern for airport authorities. It is 
a natural habitat for birds and animals, which compromise aircraft 
safety. Airport authorities hire maintenance staff to monitor and 
mow overgrowth. Infosys Watch Tower, a drone-based solution 
equipped with security features, automates vegetation monitoring. 



External Document © 2022 Infosys Limited

Infosys multi-plane architecture
Infosys Watch Tower follows a multi-plane architecture. 
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The multi-plane architecture of Infosys Watch Tower 
differentiates resources and services deployed at separate 
locations:

Sensor plane –comprises of installed sensors that continuously 
serve feeds, accessed through the network. Feeds can be accessed 
with proper authentication and authorization. The platform 
connects to the secured domains exposed by these devices. 
The data from the sensor plane can be RTSP, HTTP or HTTPS. The 
Monitoring Plane can access these feeds directly or through a video 
management software (for example, Milestone). 

Monitoring plane - consists of services and resources residing 
close to sensors. Tenants who are registered with the platform can 
add edge clusters and configure them in the monitoring plans that 
have been created. This enables tenants to apply AI on existing 
infrastructure.

Control plane - controls the entire platform. It includes the user 
interface along with supporting micro services and data stores. All 
data validations, authentications and authorizations are undertaken 
on this plane.

Conclusion
The aviation landscape is fraught with 
operational risks. The Infosys Watch Tower 
platform can be easily integrated with 
different AI solutions and customized for the 
aviation industry. It can reinforce surveillance 
by deploying monitoring techniques to 
identify threats and mitigate risks. The 
platform analyzes and organizes inputs to 
enable informed data-driven decisions for 
ensuring safety and maintaining operational 
efficiency.
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