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The Enterprise Al Imperative

Deploying generative Al in a large enterprise requires more than
simply connecting a model to business data. For organizations
running mission-critical operations on Oracle Applications,

Al must be demonstrably secure, governed, compliant, and
deeply integrated with existing workflows. Infosys has built a

repeatable, production-grade approach that addresses this

— Infosys Al Workbench: a modular, enterprise-ready solution
powered by Oracle Cloud Infrastructure (OCI) and accelerated
by NVIDIA, designed to move organizations decisively from Al
experimentation to scalable production.

Why Oracle Applications Demand a Purpose-Built Al Approach

Oracle Fusion Applications and E-Business Suite are the backbone
of enterprise operations — systems of record where accuracy,
security, and performance are non-negotiable. Deploying Al

in these environments requires deep Oracle domain expertise

to work within role-based access controls and preserve system
stability.

A key insight from Infosys’ field experience is worth stating directly:
Al deployment is not a conventional implementation — it
must be treated as a controlled product release with formal

risk acceptance. Enterprise customers treat Al as a key enabler
because Al can generate rich insights and provide predictive
capabilities that traditional applications cannot. Introducing Al
into an enterprise application landscape also introduces new
threat classes — prompt injection, data exfiltration, and unsafe
generated instructions. Vector indexes and embeddings may
inadvertently expose sensitive data structures or content if not
properly governed, and model interactions must be controlled in
terms of what context is sent to LLMs, where data is retained, and
which cloud regions are involved.

Infosys Al Workbench: Functional Layers Across the Lifecycle

The Infosys Al Workbench, powered by Infosys Topaz Fabric, is a modular, enterprise-ready set of Al capabilities built for organizations
running Oracle Fusion and related enterprise applications. Its applicability extends across the full Oracle application portfolio — and the
broader enterprise application landscape — not just Oracle Fusion. It is delivered in three distinct workbench flavors.

Infosys Al Workbench- Three Flavors for the Full Oracle Lifecycle
Powered by Oracle OCI - Accelerated by NVIDIA
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Implementation Workbench
Fit-Gap Analysis
(up to 50% faster)
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« Custom Al Agents for business
workflows

- Industry-specific Al use cases
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Business Process Al
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Implementation Workbench

The Implementation Workbench provides Al-assisted capabilities across core Oracle delivery phases:

technical SQL expertise.
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AMS Workbench (Application Managed Services)

Fit-Gap Analysis: Al-enabled analysis against Oracle product documentation and customer-specific
knowledge that can reduce fit-gap assessment cycle times by up to 50%.

Test Script Generation: Automatically generates detailed test scenarios and scripts from business
requirements, yielding up to 30% savings in preparation effort.

Business Logic Extraction: Analyzes PL/SQL application code to convert complex technical logic into
human-readable formats, accelerating modernization.

Groovy & Java Code Generation: Automatically generates code aligned with Oracle Fusion Cloud
standards, reducing manual coding effort by up to 20%.

SQL Tuning Recommendations: Al-driven query analysis that identifies performance bottlenecks and
provides targeted optimization rewrites and recommendations.

Oracle Patch Analysis: Automated, Al-enabled impact analysis of quarterly patches across business
processes, configurations, integrations, data models and Fast Formulas, delivering up to 50% faster analysis.

Talk to ERP: Enables rapid data exploration during implementation phases without requiring

The AMS Workbench focuses on Al-driven operational intelligence and support automation:

I
|

Intelligent Knowledge Search: Permission-aware natural language

search across enterprise repositories that delivers ACL-enforced answers

without exposing unauthorized content. Up to 10% improvement in
team productivity and 30% reduction in onboarding time.

|
|

Talk to ERP: Natural language interaction with production Oracle
Fusion data to query reports and business entities without SQL
expertise, utilizing enforced guardrails to protect underlying systems.

|
|

Automated SOP Diagnostics: Automatically analyzes incidents
against registered SOPs to identify the most relevant resolution steps,
delivering up to a 90% effort reduction in validation checks.
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Ticket Intelligence & Profiling: Al-driven identification of recurring
incident patterns, sentiment scoring, resolution hop analysis, and
quality metrics to proactively improve operational support quality.

Patch Impact Analysis: Proactive assessment of Oracle quarterly
patch releases on running configurations, integrations, and business
processes.

SQL Tuning & Business Logic Extraction: Provides both reactive
support and proactive database stability management.



Business Workbench

The Business Workbench focuses on enterprise-specific Al augmentation opportunities through a library of pre-built use cases and custom
agents to accelerate business workflows.

Custom Al Agents: Configurable, role-specific agents that
automate custom business workflows where native, embedded Al

is unavailable.

Intelligent Document Extraction: Leverages NVIDIA NV Parse and
Vision Language Models (VLMs) for structured data extraction

from unstructured invoices, purchase orders, and contracts.

NVIDIA Acceleration & Safety Integration

NVIDIA technologies are embedded directly into the Infosys Al
Workbench pipeline to provide the performance and guardrails
necessary for production. NVIDIA NeMo Guardrails act as the
primary safety layer, enforcing real-time Pll filtering, jailbreak
detection, and topic controls. Performance is driven by NVIDIA

cuVS using the CAGRA algorithm, delivering up to a 5x speedup

for GPU-accelerated vector index generation within Oracle
Database 26ai—making real-time RAG feasible under live
enterprise workloads. For strict compliance boundaries, NVIDIA
NIM microservices enable fully self-hosted, containerized inference
within the customer’s secure OCl environment.

Architecture: Client-First, Model-Agnostic, Enterprise-Ready

The Infosys Al Workbench architecture is designed to be client-first and model-agnostic — decoupled from any single model provider so that
OCl-hosted models, enterprise-approved third-party models, or future foundation models can be adopted based on customer policy, without

vendor lock-in.

Client-First, Model-Agnostic Al Strategy

Enterprise Al Consumption
Layer (Business & IT Users)

Access Channels

Enterprise
Applications

Al Platforms (Design, Runtime,
Embedded Capabilities)

Agents for business use cases
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Curated Knowledge Base
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Collaboration Channels | Al Assistant Interfaces |
Messaging Channels | Other Digital Channels

Oracle Fusion Infosys Al
Applications Workbench (Al Ops)
Oracle .

Embedded Al Oracle Al Studio

Agents for IT OPS

Knowledge Base I

Oracle EBS
Applications

Infosys Topaz
(Studio | Runtime)

OCl Hosted Other Hosted
Models models
|

VMs and GPUs to host the models

Foundation
models

Legends: I ]
Oracle NVIDIA  Infosys

Agents and tools are platform-neutral and can be
used with any Al platform. Agents operate with
enforced guardrails, IAM controls, and audit logging

Customer specific context used by agents & tools
for various Al use cases. (Customer-Specific,
Permission-Aware)

Use of models by agents based on customer
policy and enterprise approvals

Hosting of foundation models and other key
platform components as per choice of customer

The following sections break down how these architectural layers translate into a structured, enterprise-ready deployment model.
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Five Core Architecture Design Principles

The Infosys Al Workbench architecture is built on a set of foundational design principles that ensure scalability, flexibility, and enterprise-
grade governance. These principles provide the foundation for how the architecture is implemented and operated in practice.

Agent-Centric

Design:
Implemented
as specialized
Al agents that
encapsulate
prompts and tools
aligned to specific
business functions,
enabling modular
expansion without
disrupting core
system stability.

_

©—0

Ki

nowledge-
Enabled

Execution:
Each agent is
contextually

grounded

in curated,

authorized

enterprise data

and Oracle-specific

knowledge

sources to produce
accurate, relevant

outputs.

Layered Architecture in Practice

The Infosys Al Workbench architecture is implemented as a
structured, layered design. Each layer operates as a controlled
boundary with clearly defined responsibilities and integration

o—0

/ModeI-Agnostic\

Strategy:
Decoupled
from individual
model vendors to
support long-
term flexibility
and seamless
adoption of
future foundation
models.

o0

N

points, while remaining within enterprise security and governance

controls.

Containerized Deployment Model:
Isolates DEV, TEST/UAT, and PROD
environments using repeatable Kubernetes,
OpenShift, or Podman containers.

Presentation & Secure Access Layer:
Provides controlled, HTTPS/TLS-encrypted
web and messaging channel access
integrated with enterprise IAM (e.g.,
Microsoft Entra).

\

Enterprise Data & Integration Layer:
Connects securely to Oracle Fusion and
external data repositories strictly via
approved, permission-aware APIs.

S

ecure
Orchestration
Layer:
Coordinated
through a central
control point
that manages
workflows, tool
invocation, and
consistent policy
enforcement
and governance
integration across
all Al interactions.

microservices.

C

omposable
& Extensible
Components:
Designed as a
modular system
of independent
components that
can be deployed
and scaled
incrementally
without
rearchitecting the
existing platform.

Core Services Tier:

Hosts LLMs, embedding models, and vector
storage utilizing Oracle Database 26ai and
optional containerized NVIDIA NIM

N

The following layers correspond to the architectural stack
illustrated in the diagram above, grouping platform components
into logical execution layers for enterprise deployment.

Secure Orchestration Layer:

Serves as the core execution engine
managing workflows, tool invocation, and
security policies via NVIDIA's agent
orchestration framework.

Together, these layers translate the conceptual architecture shown in the diagram into a structured, enterprise-ready deployment model.
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The Path from POC to Production: Navigating Enterprise Governance

Deploying generative Al in a large enterprise requires structured and accelerated reviews across customer architecture and governance
processes. Most large organizations require five formal gates:

Intake & Baseline
Questionnaire: Defines
what is being deployed,
where it runs, what data

it touches, and the
business justification. It

outlines the scope, Al
capabilities (LLMs,
embeddings, RAG,
agents), expected
concurrency, and how
output quality is
measured.

02

Vendor & Third-Party
Risk Review: Assesses
supplier posture, legal
and commercial terms,
and data handling
commitments
including data
residency and incident
response obligations.

Enterprise Security
Architecture Review
(ARB): The most
technically intensive
gate, covering threat
modeling across
identity, data access,
network flows,
encryption, secrets
management, logging,

and system boundaries.

The solution must
demonstrate
compliance through
concrete evidence
across all layers.

03

Al / Responsible Al
Review: Validates
guardrails,
transparency,
auditability, and
controls for misuse or
unsafe outputs. It
specifically examines
NeMo Guardrails
configuration, system
prompt protection,
and integration with
enterprise-approved
RAI guidelines.

04

o

Production Readiness
& Go-Live Sign-Off:
Verifies testing
completeness,
vulnerability scan
results, performance
benchmarks,
monitoring coverage,
recovery objectives,
and support
ownership before any
production traffic is
authorized.
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Built to Pass Enterprise Reviews: Every Gate, Every Layer

The Infosys Al Workbench for Oracle is natively designed for enterprise-grade deployment, with built-in controls aligned to common
governance requirements:

Data Protection & Privacy: Only the minimum necessary,
authorized content is included in LLM prompts—no bulk data
exposure. All data in transit is encrypted (HTTPS/TLS; TCPS
with Oracle Wallet for database connections). Anonymization
and masking controls are applied for sensitive content, and
vector indexes are governed at the schema level with explicit
grants to prevent exposing row-level transactional data.

Identity, Access Control & Oversharing Prevention:
Authentication is delegated entirely to the customer’s
existing IAM (Entra ID, SAML/OIDC) with role-based

controls. Document permissions from SharePoint and other
repositories are stored as metadata in the vector store and
enforced at retrieval time (ACL-aware RAG). Oracle application
integrations use scoped service accounts with entitlement
enforcement via approved APIs.

Secrets Management & Token Handling: All backend
services authenticate using managed identities, eliminating
hard-coded credentials or static tokens. Access tokens for
systems like Oracle Fusion, ServiceNow, or databases are
retrieved dynamically at runtime from enterprise-approved
key vaults (e.g., Azure Key Vault) via cloud-native identity
services. Secrets remain fully owned, stored, and rotated by
the customer.

Al Use Case Evaluation & Continuous Quality Assurance:
Each Al use case onboarded defines objective, measurable
evaluation criteria (accuracy, relevance, grounding, response
latency) rather than relying on subjective user feedback.
Evaluation mechanisms include curated test prompts,
golden datasets, and rule-based scoring methods that can
be re-executed periodically to detect behavioral drift or
degradation.

Al Safety & Responsible Al: NVIDIA NeMo Guardrails enforce
input/output safety policies, topic restrictions, grounding
requirements, and jailbreak detection at the orchestration
layer. Alternatively, the platform can integrate with customer-
provided RAI frameworks. System prompts are protected from
end-user modifications, and all interactions are logged for
audit.

Action Safety for Oracle Application Integrations:

SQL generation and automated execution use cases are
protected by query allow/deny lists, auto-injected SQL LIMITs,
concurrency caps, and rate limits that prevent unsafe patterns
(DML/DDL) or entitlement bypass. Kill switches and rollback
mechanisms halt Al-driven actions if anomalies are detected,
using only Oracle-exposed APIs.
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Monitoring, Observability & SRE Alignment: Telemetry
tracks agent performance, request latency, error rates,
guardrail violations, and token consumption by feature and
environment. Centralized, sanitized logging captures user
interactions, agent execution flows, and tool invocations,
integrating directly into the customer’s existing observability
platform.

Performance, Scale & Concurrency: Al agents are
implemented as stateless, horizontally scalable components.
This enables multiple instances to be distributed across
compute resources to handle increasing user volumes

and data sizes without compromising reliability or system
integrity.

Business Continuity, DR & Failure Handling: Backup and
recovery mechanisms are defined per customer policy for
configuration data, knowledge artifacts, and vector indexes
to meet enterprise RTO and RPO expectations. Separate
DEV, TEST/UAT, and PROD environments follow controlled
promotion mechanisms to keep production stable.

Operational Resilience & Change Management: The
solution is containerized (Podman/Kubernetes/OpenShift)
for repeatable deployment and environment promotion. A
versioning and change control framework governs prompt
updates, model changes, and container patches. The Fusion
Patch Analysis use case itself acts as a governance tool to
proactively identify the impact of quarterly updates.

RAG Pipeline: Built for Enterprise Scale: Hybrid retrieval
patterns (dense + sparse search), Reciprocal Rank Fusion
(RRF), and reranking improve relevance for large corpora.
Scheduled sync mechanisms with delta detection re-
embed only new or modified documents, while hashing
and similarity checks reduce repeated content and prevent
duplicate data indexing.

Token Economics & Cost Visibility: Token consumption

is tracked by use case and environment via telemetry to
enable cost estimation, chargeback reporting, and ongoing
optimization. Ballpark token consumption estimates by use
case are provided upfront to support pay-as-you-go pricing
discussions with cloud and model providers.



Requirement-to-Design Mapping: How Every Enterprise Concern Is Addressed

Enterprise Requirement Design Elements

Prevent repository oversharing;  ACL-aware RAG; permissions stored as metadata; SSO
enforce per-document access integration

Scale to large repositories; keep  Scheduled sync with delta detection; batch
index current re-embedding; deduplication

Data minimization; TLS encryption; anonymization/

Secure data sent to LLMs ki tenantiboundary

Prompt injection & unsafe NeMo Guardrails; protected system prompts; output
output filtering

Oracle Fusion access via Oracle-exposed services only; scoped service accounts;
supported APIs entitlement enforcement

Performance protection for Allow/deny lists; auto-injected LIMITs; rate limits;
Fusion access concurrency caps; kill switch

Demonstrate measurable Al
quality, fitness for purpose, and
ongoing behaviour stability

Objective evaluation definition per use case; baseline and
recurring evaluation execution; evidence retention

Change/patch management for  Versioning; controlled rollout; rollback plans; Patch

Al + Oracle quarterly patches Analysis workflow
Secure secrets & token Managed identity-based auth; runtime token retrieval from
management key vault; short-lived tokens

Token economics & cost visibility Telemetry-based tracking by feature; periodic cost review

Evidence Artifacts

Access-control narrative; retrieval flow;
ACL alignment proof; KB access model

Sync design; delta detection logic;
ingestion logs; dedup rules

Data-flow diagram; LLM data-handling
statement; masking approach

Guardrails config; policy list; test results

Integration design; role model; API list;
least-privilege evidence

Performance strategy; NFRs; limits config;
monitoring dashboards

Evaluation criteria definition; curated test
prompts and results; scoring outputs;
trend/comparison reports

Release checklist; rollout/rollback plan;
patch analysis docs

Managed identity flow; key vault
integration design; token acquisition
sequence

Token assumptions; telemetry report;
monthly usage output




A Repeatable Pattern Built for Scale — Across Industries

What makes this approach particularly valuable is that it is not

a one-off implementation — it is a standardized, repeatable
deployment pattern. Once a customer approves the architecture
through their governance gates, expanding to new use cases,
business units, or Al models becomes a seamless process as the
security and governance foundations are already accepted and
documented.

This pattern applies across industries and application landscapes:

Energy & Utilities —
Grid modernization,
asset management Al,
predictive maintenance

Engineering &
Infrastructure —
Project intelligence,
regulatory compliance,
knowledge management

Why This Combination Is Uniquely Powerful

Financial Services —
Risk automation,
compliance Al, intelligent
document processing

The core solution — agents, tools, knowledge bases, and
workflows — is intentionally vendor-agnostic. LLM providers,
vector databases, and orchestration platforms can be adapted
based on customer policy or technology preference without
redesigning the underlying solution. This directly addresses one
of the most common enterprise concerns during review: avoiding
lock-in to a single Al vendor at a time when the technology
landscape continues to evolve rapidly.

Retail & Consumer —
Demand forecasting,
supply chain Al, customer
experience

Healthcare & Life
Sciences—

Clinical Al, patient data
intelligence, operational
efficiency

The Infosys, NVIDIA, and Oracle collaboration represents a mature, production-tested approach to enterprise Al that brings together three

essential strengths:

Infosys Oracle Services

Infosys has deep Oracle domain expertise, a battle-tested
enterprise governance framework, and reusable deployment
patterns built from real production experience across regulated
industries. Winner of the Oracle Al Innovation Award 2025 —
recognized for leading Al-driven innovation across enterprise
clients globally, Infosys operates across 56 countries, with 12,000+
Al assets via Topaz and 150+ pre-trained models.

Oracle Cloud Infrastructure

Secure, enterprise-grade cloud hosting with native Al services,
GPU infrastructure, Oracle Al database 26ai with NVIDIA cuVS-
powered vector search (now GA as of GTC 2026), and the Oracle
Fusion Al Agent Marketplace enabling enterprise-scale agent
deployment.

NVIDIA Al Stack

Delivers the underlying acceleration, compute intelligence, and
safety guardrails that make production enterprise Al feasible. The
stack embeds NVIDIA NeMo Guardrails directly into the request
pipeline for real-time compliance and Pll protection, while utilizing
NVIDIA cuVS to accelerate vector searches up to 5x within Oracle
databases. Additionally, it provides multi-agent orchestration

via the NVIDIA's agent orchestration framework, self-hosted
inference options using NVIDIA NIM microservices, and specialized
document extraction utilizing NV Parse and Vision Language
Models (VLMs).

For organizations running Oracle Applications who are ready to
move beyond experimentation, this is what production Al looks
like: governed from the ground up, scalable by design, secure at
every layer, and deeply integrated with the systems and workflows
that matter most.

To learn more about Infosys Al Workbench:

Click to explore more
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https://www.infosys.com/oracle/insights/documents/ai-workbench.pdf
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