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Foreword

When encrypted conversations can be decoded without ever breaking the
encryption, it’s a reminder that in Al, even what feels secure may not be safe. This
month, Microsoft’s Whisper Leak discovery exposed how side-channel patterns
alone can reveal the topic of private Al chats underscoring why security can no
longer be an afterthought in model deployment.

Globally, regulators are moving with urgency. The European Union is preparing
amendments to the Al Act that centralize oversight and ease compliance for
smaller firms an attempt to balance innovation with accountability while keeping
guardrails intact.

On the frontier of research, OpenAl's GPT-5-powered Aardvark marks a turning
point: autonomous agents that act as always-on security researchers, probing
code, simulating exploits, and patching vulnerabilities before attackers arrive. It
signals the future—Al not just as a system to secure, but as a force multiplier for
security itself.

And as we accelerate toward this future, our biggest risks may be hiding upstream.
In this month’s In Focus section, Nirupam S. D. highlights a critical blind spot:

the Al supply chain. His piece, “Securing the Data & Model Supply Chain: From
Provenance to Poisoning,” argues that opaque datasets and unvetted model
repositories create fertile ground for poisoning, tampering, and embedded
backdoors. His message is direct and timely: provenance and integrity aren’t
optional , they are survival strategies in a world where trust is the ultimate
currency.

(J"‘Fé*‘ﬂ Q‘i

As you read this month’s report, | invite you to view every advancement, regulatory e i

shift, and incident through this lens: Al's power is rising, and so is its exposure. Global Head
Our responsibility is to stay ahead—technically, ethically, and collectively. Infosys Responsible Al Office




From the editor’s desk

From Breach to Blueprint: Guardrails Before Genius

When Google withdrew its open-weight Al model Gemma
after it fabricated defamatory claims against U.S. Senator
Marsha Blackburn, the controversy was more than a
headline it was a wake-up call. Gemma'’s hallucinations,
linking Blackburn to a fictitious scandal, exposed the
persistent risks of misinformation and bias in smaller
language models. Pair this with alarming cases of patients
relying on Al for medical advice leading to severe health
complications and the lesson is clear: capability without
accountability is a dangerous equation.

Governments worldwide are responding with urgency. In
the United States, lawmakers introduced two significant
bipartisan measures: one to safeguard America’s leadership
in Al by reinforcing national security, compute power, and
talent pipelines, and another to mandate transparency

on Al-driven workforce changes, ensuring technology
augments rather than blindsides workers. Across the
Atlantic, the UK announced a landmark amendment to

the Crime and Policing Bill to prevent Al misuse in creating
child sexual abuse material, empowering developers and
watchdogs to embed safeguards from the start. Meanwhile,
the European Union advanced aviation-specific Al rules
and school guidelines, and India unveiled its governance
framework, signaling a global race to codify trust before
vulnerabilities spiral out of control.
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Research and technical innovation continue to accelerate.
Kimi K2 Thinking's trillion-parameter MoE architecture
pushes the boundaries of long-horizon reasoning.
TabPFN-2.5 delivers training-free learning for tabular
data, and Gelato-30B-A3B sets new benchmarks in GUI
task accuracy through vision-language integration. These
breakthroughs promise autonomy and efficiency but they
also amplify the governance paradox: how do we secure
systems that evolve faster than the rules meant to contain
them?

This month’s In Focus section sees Nirupam S. D. exposes
a major Al blind spot the supply chain and warn that
opaque datasets and open model hubs increase the risk of
poisoning and backdoor attacks.

As you explore this edition, remember: Responsible Al isn’t
a compliance checkbox. It’s the foundation for resilience,
trust, and sustainable progress. The future of Al will be
shaped not just by algorithms, but by the choices we make
today.

Warm regards,

Ashish Tewari
Head- Infosys Responsible Al Office, India
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Al Regulations & Governance across the globe

APEC Launches 2026-2030 Artificial
Intelligence Initiative to Drive Inclusive,
Resilient Economic Growth Across Member
Economies

The Asia-Pacific Economic Cooperation (APEC) Economic Leaders
have unveiled the APEC Artificial Intelligence (Al) Initiative for
2026-2030, aimed at harnessing Al’s transformative potential

to reshape economies, foster innovation, and improve living
standards across the region. It sets three overarching objectives:
advancing Al innovation to support economic resilience,
enhancing participation through cooperation and capacity-
building, and encouraging Al adoption via efficient technologies
and infrastructure investment. The Initiative aligns with APEC's
broader goals under the Putrajaya Vision 2040 and complements
existing frameworks like the Aotearoa Plan of Action and the
APEC Internet and Digital Economy Roadmap. Strategic goals
include voluntary Al readiness reviews, stakeholder collaboration,
policy exchange, and secure adoption practices. Additionally, the
Initiative emphasizes building Al capacities at all levels public,
private, workforce, and consumer ensuring inclusive access, digital
literacy, and trust in Al technologies. Also, during the second
session, China proposed the establishment of a World Artificial
Intelligence Cooperation Organization to provide the international
community with public goods on Al. Through these efforts, APEC
aims to create a future-ready region where Al drives equitable and
sustainable development.’

UAE and United States Sign Strategic MoU
to Advance Energy and Al Cooperation

UAE President His Highness Sheikh Mohamed bin Zayed Al
Nahyan received the Honorable Doug Burgum, US Secretary of
the Interior and Chairman of the National Energy Dominance
Council, at Qasr Al Shati in Abu Dhabi. The meeting focused on
strengthening bilateral ties in energy, artificial intelligence, and
innovation, culminating in the signing of a Memorandum of
Understanding to accelerate collaboration in these sectors. Signed
by Dr. Sultan Ahmed Al Jaber for the UAE and Secretary Burgum
for the US, the MoU aims to foster industrial transformation,
economic resilience, and technological advancement through
joint efforts in smart manufacturing, Al-driven energy systems,
and high-tech infrastructure. The agreement supports the UAE’s
“Make it in the Emirates” initiative and aligns with its National
Strategy for Industry and Advanced Technology, while reinforcing
both nations’commitment to global leadership in energy and Al.
The meeting was attended by senior UAE officials and members of
the US delegation.?

UAE-Russia Strategic Financial Dialogue

Al Regulations, Governance & Standards
This section highlights the recent updates on regulations and Strengthens Al Collaboration in Public

governance initiatives across the globe impacting the responsible

development and deployment of Al Finance and Digital Transformation

The United Arab Emirates and Russia held their second Strategic

" https://www.apec.org/meeting-papers/leaders-declarations/2025/2025-apec-leaders--gyeongju-declaration/apec-artificial-intelligence-(ai)-initiative-(2026-2030
2 https://www.wam.ae/en/article/bmijvnf-uae-president-receives-chair-national-energy
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Financial Dialogue in Dubai to deepen cooperation in applying
artificial intelligence to public financial management. Co-
chaired by UAE Minister Mohamed bin Hadi Al Hussaini and
Russian Finance Minister Anton Siluanov, the meeting focused
on Al-driven innovations in budgeting, payroll, and revenue
forecasting. Senior officials from both countries discussed digital
transformation, financial governance, and technology risk
management. Technical sessions explored smart budgeting, Al
in payroll systems, and digital economy models. The dialogue
highlighted the UAE's commitment to enhancing government
performance through financial innovation and reaffirmed the
strategic partnership between the two nations. Trade between
the UAE and Russia reached AED 24.4 billion (USD 6.6 billion),
reflecting the growing depth of economic and financial ties.?

UK-Singapore Al-in-Finance Partnership:
MAS and FCA Unite to Drive Responsible
Al Innovation in Global Financial Services

The Monetary Authority of Singapore (MAS) and the Financial
Conduct Authority (FCA) have announced a strategic collaboration
known as the UK-Singapore Al-in-Finance Partnership during the
Singapore FinTech Festival. This initiative aims to foster safe and
responsible Al innovation within the financial sector, enabling Al
solution providers in Singapore and innovators in the UK to scale
and deploy best-in-class Al technologies across both markets.

The partnership will initially focus on joint testing of Al solutions,
regulatory knowledge exchange, discussions on responsible

Al practices, and collaborative events to showcase leading
approaches. Building on MAS’s PathFin.ai and FCA's Al Spotlight
programs, the collaboration seeks to strengthen cross-border
connectivity, promote trustworthy Al adoption, and set global
benchmarks for responsible Al use in finance. Senior leaders from
both regulators emphasized the importance of this alliance in
shaping the future of Al-driven financial services and creating new
opportunities for firms and institutions in both jurisdictions.*

South Korea and UAE Sign Strategic
MOUs to Advance Al and Technology
Collaboration

South Korea and the United Arab Emirates (UAE) signed seven
memorandums of understanding to strengthen cooperation

in strategic sectors including artificial intelligence, aerospace,
and nuclear energy during a summit between President Lee Jae
Myung and UAE President Mohammed bin Zayed Al Nahyan. A
key highlight of these agreements is South Korea’s commitment
to collaborate with the UAE on the U.S.-backed Stargate project,
which aims to build a massive Al data campus in the UAE to
accelerate global Al innovation. This partnership builds on earlier
agreements from October 2025, where Samsung Electronics

and SK Hynix pledged to supply memory chips for OpenAl’s
Stargate data centers, signaling a deepening alliance in advanced
technology and Al infrastructure between the two nations.

3 https://mof.gov.ae/en/news/uae-holds-strategic-financial-dialogue-with-russia-to-enhance-cooperation-in-applying-ai-in-public-financial-management

“ https://www.mas.gov.sg/news/media-releases/2025/mas-and-uk-fca-announces-partnership-on-ai-in-finance
® https://www.president.go.kr/newsroom/briefing/waMWIT1y
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New York Enforces Al Companion
Safeguards to Protect Users

Governor Kathy Hochul has announced that New York’s first-
in-the-nation law regulating Al companions is now in effect,
requiring companies to implement robust safety measures

to protect users from digital harm. Under the new rules, Al
companion operators must detect signs of suicidal ideation

or self-harm and immediately refer users to crisis centers,
while also interrupting prolonged engagement by notifying
users every three hours that they are interacting with artificial
intelligence, not a human. These safeguards, enacted as part
of the FY26 budget, aim to prevent misuse of Al companions
systems designed to simulate human relationships and ensure
responsible Al deployment. Non-compliance will result in
penalties enforced by the Attorney General, with fines funding
suicide prevention programs. This initiative underscores New
York’s leadership in Al safety and its commitment to prioritizing
public well-being in the age of emerging technologies.®

Senator Cassidy Introduces LIFE with Al
Act to Empower Parents and Promote
Responsible Al Use in K-12 Education

Senator Bill Cassidy (R-LA), Chair of the Senate HELP
Committee, has introduced the Learning Innovation and Family
Empowerment (LIFE) with Al Act to establish a parent-centered
framework for the responsible use of artificial intelligence in
K-12 education. The legislation aims to safeguard student data
privacy, enhance transparency, and ensure Al tools are used
ethically and optionally to support personalized learning. It
reinforces parental rights under FERPA, requiring schools to
disclose data-sharing policies and offer opt-out options, while
expanding the scope of data parents can access and control.
Supported by Parents Defending Education Action, the bill
reflects Cassidy’s broader efforts to equip families with tools to
navigate Al in education, including the earlier RAISE Act and
recent Senate hearings. Cassidy emphasized that while Al holds
promise for meeting children’s unique learning needs, strong
protections are essential to prevent misuse and ensure family
empowerment.’

¢ https://www.governor.ny.gov/news/governor-hochul-pens-letter-ai-companion-companies-notifying-them-safeguard-requirements-are

7 https://www.help.senate.gov/rep/newsroom/press/chair-cassidy-introduces-bill-empowering-parents-strengthening-ai-in-the-classroom
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U.S. Senators Introduce Bipartisan Resolution

to Safeguard America’s Leadership
in Artificial Intelligence Amid Global
Competition

In a bipartisan move to reinforce the United States’ strategic
edge in artificial intelligence, Senators Chris Coons and

Tom Cotton introduced a resolution affirming the critical
importance of maintaining American dominance in Al
technologies. The resolution emphasizes Al’s role in shaping
national security, economic prosperity, and global leadership,
warning against adversarial advances particularly from

China in frontier Al development. It applauds current efforts
to restrict China’s access to advanced chips and calls for
prioritizing domestic companies’ access to cutting-edge Al
infrastructure. The resolution also stresses the need to export
the full U.S. Al stack to allies while safeguarding the most

advanced technologies. With support from Senators Klobuchar,

McCormick, Wicker, and Shaheen, the initiative highlights
the U.S. advantage in compute power and urges continued

investment in talent, energy, and innovation to ensure that
the world’s most powerful Al systems are built by American
companies.?

Al-Related Job Impacts Clarity Act:
Bipartisan Bill Seeks Transparency on Al-
Driven Layoffs and Workforce Changes

U.S. Senators Josh Hawley and Mark Warner have announced
the Al-Related Job Impacts Clarity Act, a bipartisan bill
designed to track how artificial intelligence is affecting
American jobs. The legislation would require large companies
and federal agencies to report, every quarter, any job losses or
changes caused by Al such as layoffs or role replacements to
the Department of Labor. This data would then be compiled
into a public report, helping policymakers and citizens
understand which jobs are being eliminated, where workers
are being retrained, and what new opportunities are emerging.
The goal is to ensure Al benefits workers rather than displacing
them without oversight, and to support informed decisions
about workforce development and economic policy.’

UK

Responsible Use of Artificial Intelligence
in the Judiciary: Summary of UK Judicial

Guidance for Judicial Office Holders

The UK Judiciary has issued updated guidance for judicial
office holders on the responsible use of Artificial Intelligence
(Al), highlighting both its potential benefits and inherent risks.
While Al tools such as ChatGPT and Google Gemini can assist
with administrative tasks like summarizing documents or
drafting presentations, they are known to produce inaccurate
or misleading outputs, including fictitious case law and
fabricated quotations. Judicial office holders are strongly
advised to independently verify any Al-generated content
and to avoid inputting confidential or sensitive information
into public Al platforms. The guidance also reminds legal
professionals of their duty to ensure the accuracy of materials
submitted to the court, referring to recent incidents where
barristers cited non-existent judgments generated by Al. This
guidance reinforces the judiciary’s commitment to maintaining
integrity, accountability, and public trust in the justice system
as Al becomes increasingly integrated into legal processes.

s://www.hawley.senate.gov/hawley-warner-to-introduce-bipartisan-legislation-revealing-number-of-jobs-lost-to-ai
s://www.judiciary.uk/wp-content/uploads/2025/10/Artificial-Intelligence-Al-Guidance-for-Judicial-Office-Holders-2.pdf
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UK Government Introduces Landmark
Law to Prevent Al Misuse in Creating
Child Sexual Abuse Images Amid Rising
Reports

The UK Government has announced new legislation aimed

at stopping artificial intelligence from being exploited to
generate synthetic child sexual abuse material, following
alarming data from the Internet Watch Foundation showing
reports more than doubled in the past year. The law
empowers designated Al developers and child protection
organizations, such as the IWF, to test Al models for
vulnerabilities and ensure safeguards are built in from the
start, rather than removing harmful content after it appears
online. This proactive measure, introduced as an amendment
to the Crime and Policing Bill, also addresses extreme
pornography and non-consensual intimate images, reflecting
a commitment to making the UK the safest place for children
online. The initiative includes forming an expert group to
oversee secure testing and protect researchers, reinforcing
the government'’s stance that technological progress must go
hand in hand with child safety."

UK Expands Powers to Enable Safe Al
Testing for Crime Prevention

The UK government has introduced new delegated powers
through amendments to the Crime and Policing Bill, allowing
the Secretary of State to authorize technology testing activities
such as assessing Al models for prohibited material like

child sexual abuse content, extreme pornography, and non-
consensual intimate images without committing offences
during the process. These powers aim to help organizations
identify risks, strengthen safeguards, and prevent criminal
misuse of Al tools. The framework includes provisions for
setting conditions, enforcing compliance, and updating the

list of relevant offences as laws evolve, with flexibility provided
through secondary legislation to adapt to rapid technological
changes. Regulations will follow the draft affirmative resolution
procedure for robust parliamentary scrutiny, given their impact
on serious offences and potential to create new criminal
provisions, while individual authorizations will remain an
administrative process to ensure agility. This approach balances
public interest, safety, and accountability, ensuring continuous
testing to protect vulnerable groups and enhance resilience in
future Al development.'

é@ Europe

EU to delay ‘high risk’ Al rules until 2027
after Big Tech pushback

The European Commission on November 19 proposed
postponing the enforcement of its Al Act’s “high-risk” rules by
about 16 months. Rather than taking effect in August 2026

as planned, regulations governing Al systems in areas such as
biometrics, law enforcement, credit scoring, health, employment,
traffic control, utilities, job exams, and public services would now
apply from December 2027—contingent upon the readiness of
supporting standards and technical guidelines under a “Digital
Omnibus” package. This initiative also seeks to streamline
compliance by easing cookie consent and data usage obligations
under GDPR to allow major platforms like Google, Meta,

and OpenAl to train their models more effectively. Although
European officials argue that these simplifications maintain the
regulatory framework’s integrity, critics warn that the delay risks
undermining fundamental digital rights and ceding regulatory
leadership to Big Tech and non-EU governments.'

EASA's First Al Regulatory Proposal for
Aviation Opens Public Consultation

The European Union Aviation Safety Agency (EASA) has released
its first regulatory proposal focused on artificial intelligence in

Thttps://www.gov.uk/government/news/new-law-to-tackle-ai-child-abuse-images-at-source-as-reports-more-than-double

2https://www.gov.uk/government/publications/crime-and-policing-bill-2025-delegated-powers-supplementary-memoranda/delegated-powers-memorandum-12-november-2025-

accessible

*https://www.reuters.com/sustainability/boards-policy-regulation/eu-delay-high-risk-ai-rules-until-2027-after-big-tech-pushback-2025-11-19/
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aviation, marking a major step toward integrating Al safely and
responsibly into the sector. Published as Notice of Proposed
Amendment (NPA) 2025-07, the document offers technical
guidance to help the industry establish Al trustworthiness in line
with the EU Al Act (Regulation (EU) 2024/1689), particularly for
high-risk Al systems. This proposal is part of EASA’s broader Al
Program and is open for public consultation for three months.

It lays the groundwork for future regulations by addressing Al
assurance, human factors, ethics, and data-driven systems using
supervised and unsupervised machine learning. The framework
will later expand to include reinforcement learning, hybrid,

and generative Al technologies. Designed to support Al-based
assistance (Level 1 Al) and Human-Al teaming (Level 2 Al), the
proposal aims to prepare the aviation community for evolving
technological demands. A second NPA is planned for 2026 to
apply this framework across specific aviation domains. EASA
acknowledges the contributions of stakeholders involved in the
rulemaking process and encourages continued collaboration to
shape the future of Al in aviation.™

EDPS Guidance on Al Risk Management:
Ensuring Privacy and Accountability in EU
Institutions

The European Data Protection Supervisor (EDPS) guidance on
Al risk management provides a framework for EU institutions
to responsibly deploy artificial intelligence systems while

safeguarding fundamental rights. It stresses a risk-based approach,
requiring thorough assessments before implementation, including

Data Protection Impact Assessments (DPIAs) for high-risk
applications. The document highlights the importance of human
oversight, ethical design, and compliance with EU regulations
such as GDPR and Regulation 2018/1725. It also recommends
implementing technical and organizational safeguards to prevent
bias, discrimination, and misuse of personal data, alongside clear
documentation and continuous monitoring throughout the Al
lifecycle. By following these principles, EU bodies can leverage
Al's benefits while maintaining transparency, accountability, and
public trust.’”

EU Council Decision on Equality
and Artificial Intelligence: Aligning
Recommendations with Union Law

The Council of the European Union adopted a decision
establishing the Union’s position on a draft recommendation

by the Council of Europe concerning equality and artificial
intelligence. The recommendation, which is legally non-binding,
aims to guide member states in promoting equality including
gender equality and preventing discrimination throughout the Al
lifecycle. While the recommendation aligns with the principles of
the Council of Europe’s Framework Convention on Al and Human
Rights, Democracy, and the Rule of Law, the EU emphasizes
consistency with its own legal framework, particularly Regulation

(EU) 2024/1689 (the Al Act). The decision authorizes EU member
states to support the recommendation provided it does not
introduce measures exceeding or conflicting with obligations
under Union law. This approach ensures coherence between
international commitments and EU legislation while reinforcing
safeguards for equality and non-discrimination in Al governance.’

EU Commission Publishes Reporting
Template for Serious Incidents Involving
General-Purpose Al Models with Systemic
Risk

The European Commission has released a standardized reporting
template to ensure consistent and transparent documentation
of serious incidents related to general-purpose Al models that
pose systemic risks. This initiative supports providers in meeting
obligations under Article 55 of the EU Al Act and demonstrates
compliance with Commitment 9 of the GPAI Code of Practice.
The template specifies the information required for reporting to
the Al Office and, where necessary, national authorities, helping
operationalize legal requirements and enhance accountability.
Alongside this, the Commission has issued guidelines to assist
developers in determining compliance responsibilities under the
Al Act. For high-risk Al systems, draft guidance and a separate
reporting template have also been published, with stakeholder
feedback invited to refine these measures."”

“https://www.easa.europa.eu/en/newsroom-and-events/news/easas-first-regulatory-proposal-artificial-intelligence-aviation-now-open

'S https://www.edps.europa.eu/system/files/2025-11/2025-11-11_ai_risks_management_guidance en.pdf

'®https://data.consilium.europa.eu/doc/document/ST-14722-2025-INIT/en/pdf

7https://digital-strategy.ec.europa.eu/en/library/ai-act-commission-publishes-reporting-template-serious-incidents-involving-general-purpose-ai
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Italy Issues Guidelines for Responsible Al
Use in Schools

Italy’s Ministry of Education and Merit (MIM) has released
official guidelines for introducing artificial intelligence (Al) in
schools, aligning with the national “Italian Strategy for Artificial
Intelligence 2024-2026." These guidelines aim to enhance the
competitiveness and quality of the education system while
promoting fairness and responsible technology use. They
provide schools with clear directions to ensure compliance
with Al regulations and data protection laws, encourage
ethical and secure Al adoption, and raise awareness of both
opportunities and risks. Institutions are empowered to launch
Al initiatives to improve learning, foster inclusion, optimize
internal processes, and deliver better services for students and
families. The overarching goal is to integrate anthropocentric,
reliable, and ethical Al into education while ensuring
continuous training for educators and students.'®

Hungary Enacts First Al Law to Promote
Safe, Transparent, and Innovation-
Friendly Artificial Intelligence Use

Hungary has officially adopted its first Artificial Intelligence law,
Act LXXV of 2025, as part of its updated national Al strategy
aimed at ensuring responsible technological transformation
that benefits citizens and small businesses. Announced by

the Ministry for National Economy, the legislation establishes

a secure and transparent legal framework for Al use, aligning
with the European Union’s Al regulation while reinforcing
protections for domestic enterprises and users. Deputy

State Secretary Szabolcs Szolnoki emphasized that the law
reflects Hungary’s national interests and innovation potential,
introducing a one-stop-shop system to reduce administrative
burdens and designating authorities for Al system certification
and market surveillance. The law also creates the Hungarian
Artificial Intelligence Council, led by the government
commissioner for Al, to oversee enforcement, monitor
technological developments, and advise on policy. This council
will serve as a collaborative platform engaging stakeholders
from research, industry, and civil society, ensuring Hungary
remains at the forefront of responsible Al governance.

8https://eurydice.eacea.ec.europa.eu/news/italy-guidelines-use-artificial-intelligence-schools?utm_source

"°https://www.hungarianconservative.com/articles/current/hungary-legal-framework-artificial-intelligence-use
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Sweden

Sweden’s Controversial Al Policing Proposal:
Legalizing Al-Generated Child Abuse
Material for Undercover Investigations

The Swedish government has introduced a controversial
legislative proposal that would allow police to use Al-generated
child sexual abuse material and impersonate minors online as
part of undercover operations targeting serious crimes. Drafted
by government investigator Stefan Johansson, the proposal
seeks to formally regulate provocative methods already used
by law enforcement but not yet defined in law. Justice Minister
Gunnar Strommer emphasized the need for modern tools to
combat digitally evolving crimes, including child exploitation
and drug trafficking. If passed, the law would permit police to
pose as children selling sex or as drug buyers, and in rare cases,
even provoke suspects under the age of 15 if the crime carries a
minimum four-year sentence. One of the most debated aspects
is the legal use of Al-generated child pornography to infiltrate
predator forums, which Johansson clarified is intended to
gather evidence, not create crimes. The proposal is now under
consultation with legal experts, law enforcement, and civil
society, and if approved, it could take effect on March 1, 2027.
Similar digital policing powers are already in place in countries
like Denmark, Germany, and the Netherlands.?

DPC Statement on LinkedIn’s Use of EU/

EEA User Data for Generative Al Training:
Regulatory Engagement, Safeguards, and
Ongoing Oversight

The Irish Data Protection Commission (DPC) has issued a statement
addressing LinkedIn’s plan to use personal data from users in the EU
and EEA to train its proprietary generative Al models. After LinkedIn
informed the DPC of its intentions, the Commission conducted a
detailed review and raised concerns about potential risks to users’
privacy. In response, Linkedln made several changes, including
clearer user natifications, options to opt out, reduced data usage,
protections for minors, and safeguards against processing sensitive
content. The DPC also required LinkedIn to submit a follow-up
report within five months to evaluate the effectiveness of these
measures. While the DPC has not officially approved LinkedIn’s data
use for Al training, it considers the current safeguards sufficient

to avoid further regulatory action for now. The Commission will
continue monitoring LinkedIn’s compliance and encourages users
to regularly review their privacy settings to ensure their preferences
are respected.?’

L https://www.euractiv.com/news/sweden-proposes-law-to-let-police-use-ai-generated-child-abuse-material-in-sting-operations/
2 https://www.dataprotection.ie/en/news-media/latest-news/dpc-statement-linkedin-ai-trainin
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India

India to Introduce Comprehensive Al Law
Modeled on IT Act to Regulate Deepfakes
and Synthetic Content

India’s Ministry of Electronics and Information Technology
(MeitY) is preparing to introduce a full-fledged Atrtificial
Intelligence (Al) Act, modeled on the Information Technology
(IT) Act, 2000, to establish a robust legal framework for
regulating deepfakes and synthetically generated content.
This legislative move follows the release of draft amendments
to the IT (Intermediary Guidelines and Digital Media Ethics
Code) Rules, 2021, which mandate platforms to label Al-
generated content with permanent, visible identifiers and
embedded metadata. These rules, currently open for public
consultation until November 6, aim to ensure transparency and
accountability in the digital ecosystem. However, legal experts
have raised concerns that the IT Act does not explicitly cover
Al, making the proposed rules vulnerable to legal challenges.
To address this, MeitY plans to introduce a dedicated Al Bill

in Parliament, which will define synthetically generated
information and expand regulatory scope to include Al-driven
misinformation, impersonation, and defamation. The new law
will also impose additional obligations on significant social
media intermediaries (SSMIs), requiring user declarations and
technical verification of synthetic content. Once enacted, the
Al Act will allow for future expansion through supplementary
rules, ensuring adaptability as technology evolves.?

India Al Governance Guidelines:
Empowering Ethical and Responsible Al

India’s newly released Al Governance Guidelines present
a robust, four-part framework designed to enable ethical,
responsible, and inclusive use of artificial intelligence across the
nation. Spearheaded by a Subcommittee under the Principal
Scientific Advisor and shaped by extensive public consultation
including over 2,500 submissions the guidelines establish
foundational principles of fairness, accountability, safety, and
inclusivity; offer actionable recommendations on infrastructure,
risk management, and oversight bodies like the Al Governance
1 o [ . > Group and Al Safety Institute; outline a phased action plan
v = 3 === covering capacity building and legal refinements; and provide

f=—2

B (e e : . .
s (ﬁf‘ o EE‘_}E practical advice for government, industry, and regulators to

LTI TNy adopt trustworthy Al practices. Emphasizing human oversight,
transparency, algorithmic integrity, grievance mechanisms,
and stakeholder collaboration, this initiative aims to maximize
Al's developmental and economic impact while safeguarding
societal values and democratic norms.

Zhttps://www.financialexpress.com/life/technology/new-ai-law-to-be-modelled-on-it-act/4029591
Zhttps://indiaai.gov.in/article/india-ai-governance-guidelines-empowering-ethical-and-responsible-ai
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B Egypt

Egypt Accelerates Al Governance with
National Framework and Strategic Vision

Egypt is making decisive progress toward establishing a
comprehensive national framework for artificial intelligence
(Al) governance, as emphasized by Foreign Minister Badr
Abdelatty during the AIDC2 '25 Conference on Al, Data
Centers, and Cloud Computing. Key initiatives include forming
the National Council for Artificial Intelligence, implementing
a multi-phase national Al strategy to integrate Al into
government services, fostering public-private partnerships,
advancing scientific research, and preserving linguistic and
cultural heritage while enhancing human capabilities. These
efforts align with President Abdel Fattah El Sisi’s vision to
strengthen digital infrastructure, expand investments in
data sectors, and leverage Egypt’s strategic position as a
global hub for submarine communication cables. Abdelatty
highlighted Al’s role in driving sustainable development
and innovation across health, education, agriculture, and
public administration. He also showcased Egypt's leadership
in regional and continental Al strategies and explored
educational technology initiatives, including the upcoming
“Madrasatak fe Masr” app for Egyptian students abroad.”

China

China’s Cyberspace Administration Reports
Progress on Generative Al Service Filings

The Cyberspace Administration of China announced that, under
the Interim Measures for the Management of Generative Artificial
Intelligence Services, significant progress has been made in
registering generative Al services to ensure innovation and
compliance. As of November 1, 2025, a total of 611 generative

Al services and 306 related applications or functions have

been filed, including 73 new services and 35 new applications
registered between September and October. Local cyberspace
authorities will continue registering applications that directly

use approved models through APIs or similar methods. Providers
offering generative Al services with public opinion or social
mobilization features must complete filing procedures through
local authorities and clearly display registration details such as
the model’s name and filing number on product pages. This
initiative reflects China’s commitment to promoting standardized
governance, transparency, and responsible development of
generative Al technologies.**

2https://www.cac.gov.cn/2025-11/11/c_1764585284364412.htm

»https://egyptian-gazette.com/egypt/fm-egypt-takes-serious-steps-towards-building-integrated-national-framework-for-ai-governance/
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ﬁ UAE

UAE Launch Arabic Al Leadership Guide
to Empower Strategic Decision-Making in
Digital Transformation

The UAE's Artificial Intelligence, Digital Economy, and

Remote Work Applications Office, in partnership with

OpenAl, has launched the Al Leadership Guide in Arabic to
equip policymakers and institutional leaders with strategic
frameworks for driving digital transformation and responsibly
adopting artificial intelligence across key sectors. The guide
supports the UAE’s national Al strategy and its ambition to
become a global hub for innovation and advanced technology.
It emphasizes leadership development as a national priority
and introduces five core principles Align, Activate, Amplify,
Accelerate, and Govern to help leaders set measurable Al goals,
build infrastructure, foster innovation communities, accelerate
project deployment, and ensure ethical governance. The
initiative reflects the UAE's belief in Al as the “language of the
future”and aims to enhance government performance, human
capability development, and institutional efficiency in the age
of Al.2

Uzbekistan Senate Passes Landmark

Legislation to Regulate Artificial
Intelligence and Safeguard Digital Rights

The Senate of the Oliy Majlis of Uzbekistan has approved a
pivotal law aimed at regulating the use of artificial intelligence
(Al) technologies within the country. The legislation, titled “On
Amendments and Additions to Certain Legislative Acts of the
Republic of Uzbekistan in Connection with the Regulation

of Relations Arising from the Use of Artificial Intelligence,’
introduces comprehensive amendments to existing laws,
including the Law “On Informatization.” It defines Al in legal
terms, outlines strategic priorities for state policy, and assigns
responsibilities to the designated government authority.

The law also sets foundational rules for the deployment

of Al in information systems, emphasizing the protection

of personal data and ethical usage. Senators highlighted

that this move reflects Uzbekistan’s ongoing commitment

to digital transformation, the expansion of Al capabilities,

and the cultivation of skilled professionals in the field. The
legislation is expected to bolster the safe and rights-respecting
development of Al technologies across sectors.”
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‘ﬁ Kazakhstan

Kazakhstan Passes Al Law Focused on
Safety, Transparency, and National Values

Kazakhstan's Parliament has passed the Law on Atrtificial
Intelligence, following the Mazhilis’ approval of Senate
amendments that strengthen accountability and risk
prevention. The law introduces mandatory liability insurance
for harm caused by Al systems and requires immediate
preventive measures to avoid risks. It also sets guiding
principles based on human rights, transparency, and national
values, prohibits emotion analysis, restricts the transfer of
confidential data to neural networks, and mandates labeling
of deepfakes to combat misinformation. With this vote, the
law has been formally adopted and sent to the President for
final approval, placing Kazakhstan among countries actively
shaping legal frameworks for Al governance.?®

&?y Singapore

Monetary Authority of Singapore
Proposes Comprehensive Al Risk

Management Guidelines for Financial
Institutions

The Monetary Authority of Singapore (MAS) has released

a consultation paper proposing new Guidelines on Al Risk
Management to ensure the responsible use of artificial
intelligence in the financial sector. These Guidelines,
applicable to all financial institutions, outline MAS’
supervisory expectations across governance, risk oversight,
and Al lifecycle controls. They emphasize board and senior
management accountability, robust risk management
systems, and proportionate application of controls based on
risk materiality. Key areas include data governance, fairness,
transparency, explainability, human oversight, third-party
risk, and monitoring. The Guidelines also address emerging
technologies such as Generative Al and Al agents, building on
MAS' thematic review of banks’ Al use. MAS aims to balance
innovation with safeguards, inviting public feedback on the
proposals by 31 January 2026.%°

Bhttps://en.tengrinews.kz/laws initiatives/kazakhstans-parliament-passes-artificial-intelligence-law-269971/
https://www.mas.gov.sg/news/media-releases/2025/mas-guidelines-for-artificial-intelligence-risk-management
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" Q South Korea

South Korea’s Ministry of Science and ICT
Publishes Draft Enforcement Decree for Al
Basic Act

The Ministry of Science and ICT has released the draft
enforcement decree for the Al Basic Act and opened a 40-day
public consultation period before finalizing it ahead of the law’s
implementation on January 22, 2026. The decree establishes a
regulatory framework and support systems for Al development,
detailing standards for industry support projects, designation
of institutions for national Al policy execution, and safety
requirements for “high-performance Al models,” defined as
those exceeding 10/26 flops of cumulative computing power.
It also mandates disclosure and labeling of deepfakes and
generative content to ensure user awareness, while exempting
Al used exclusively for national defense or security purposes.
Additionally, the decree provides a grace period of over one
year before imposing fines for violations during the initial phase,
signaling a balanced approach to regulation and innovation.*

South Korea'’s Approach in Resolving Al
Training-Data Copyright Challenges

In the report produced by the South Korean National Assembly
Research Service (NARS) titled “Al Data Training and Copyright
Issues and Tasks,” the authors analyze the increasing conflict
between the Al industry and rights-holders arising from the use
of copyrighted materials in model training; they then review
institutional approaches including TDM (text and data mining)
exemptions and the doctrine of fair use, before examining

South Korea'’s current statute and policy landscape. The study
identifies major shortcomings fair use remains legally uncertain
due to few precedents and TDM exemptions lack practical
effectiveness for generative Al contexts and highlights that while
some companies secure legal clarity via licensing contracts,
widespread adoption is hindered by structural gaps. The authors
propose that the government build a transparent and equitable
marketplace for data usage, and urge the National Assembly

to empirically assess the impact of TDM exemptions, bolster
transparency obligations and seek a balanced pathway that
fosters both industrial growth and rights-protection.?'

Ohttps://www.msit.go.kr/bbs/view.do?sCode=user&mld=307&mPid=208&pagelndex=&bbsSeqNo=94&nttSeqNo=3186490&searchOpt=ALL&searchTxt=&utm
source=substack&utm medium=email

3 https://www.nars.go.kr/report/view.do?cmsCode=CM0018&brdSeq=48419&utm_source=substack&utm medium=email
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\ﬁﬁ% Indonesia
s SN

Indonesia Urges ASEAN-Japan
Collaboration on Al Governance and
Music Royalties

Indonesia has called for a dedicated ASEAN-Japan meeting
to tackle issues related to artificial intelligence (Al) and music
royalties on digital platforms during the first ASEAN-Japan
Ministers of Law Meeting in Manila. Law Minister Supratman
Agtas proposed a workshop on intellectual property

rights, focusing on fair royalty distribution for music and
media content generated or shared by global Al platforms.
Indonesia is preparing the “Indonesian Proposal for a Legally
Binding Instrument on the Governance of Copyright Royalty
in the Digital Environment,” which will be presented at the
World Intellectual Property Organization (WIPO) session in
Geneva next month. The proposal seeks to ensure economic
fairness for creators in the digital era. The meeting also
reviewed Japan’s initiatives under the ASEAN-Japan Work
Plan, covering civil and commercial law, criminal justice, and
IP seminars, marking a significant step toward strengthening
legal cooperation and advancing the ASEAN-Japan

strategic partnership. final approval, placing Kazakhstan
among countries actively shaping legal frameworks for Al
governance.>

32https://en.antaranews.com/amp/news/391937/indonesia-calls-for-asean-japan-action-on-ai-music-royalties
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Standards & Policy Reports

ISO/IECTS 42119-2:2025 Establishes
Global Guidelines for Testing Al Systems
Across Their Lifecycle

The ISO/IECTS 42119-2:2025 technical specification provides

a comprehensive framework for testing artificial intelligence
systems throughout their lifecycle. Developed by ISO/IEC JTC

1/SC 42, it outlines testing processes aligned with verification

and validation stages defined in ISO/IEC 22989, and references
established software testing standards such as ISO/IEC/IEEE 29119-
2 and 29119-4. The document emphasizes risk-based testing,
stakeholder involvement, and the use of Al/ML-specific assessment
metrics. It also supports documentation practices tailored to the
unique characteristics of Al systems, including transparency and
adaptability. By offering structured guidance for evaluating Al
reliability, safety, and performance, this specification contributes
to global efforts in responsible Al development and aligns with
broader goals such as innovation, infrastructure, and sustainable
digital transformation.

OECD Report on EU’s Coordinated Al Plan:
Progress and Challenges in Building a
Responsible Al Ecosystem

The OECD report Progress in Implementing the European Union
Coordinated Plan on Artificial Intelligence (Volume 1) provides an
overview of how EU Member States are translating Al strategies
into concrete actions. It emphasizes advancements in five priority
sectors mobility, health, agriculture, public administration, and
climate/environment while noting that most countries have
adopted national Al strategies and invested in data infrastructure,
research, innovation funding, and skills development. The report
underscores the EU’'s commitment to trustworthy and ethical Al,
aligned with regulations such as the Al Act, but also identifies
persistent challenges like fragmented implementation, uneven
resource allocation, and limited cross-border collaboration. To
maintain global competitiveness and leadership in responsible Al,
the report calls for greater investment, harmonized governance,
and stronger public-private partnerships.**

3https://www.iso.org/obp/ui/en/#iso:std:84127:en

3 https://www.oecd.org/content/dam/oecd/en/publications/reports/2025/11/progress-in-implementing-the-european-union-coordinated-plan-on-artificial-intelligence-volume-1

bb04a5b6/533c355d-en.pdf
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Al Principles
This section covers the latest Incidents & Defence mechanisms
reported in the field of Artificial Intelligence.

Incidents

Widespread Flaws Found in Al Safety
Benchmarks, Raising Concerns Over Model
Reliability and Oversight

Experts from the UK's Al Security Institute, alongside researchers
from Stanford, Berkeley, and Oxford, have uncovered significant
flaws in over 440 benchmarks commonly used to assess the
safety and effectiveness of artificial intelligence models. These
benchmarks, which serve as a critical safety net in the absence

of formal Al regulation in the UK and US, were found to have
weaknesses in nearly every case undermining the validity of
claims about Al capabilities and safety. Lead author Andrew Bean
warned that without shared definitions and robust measurement
standards, it becomes difficult to determine whether Al models
are genuinely improving or merely appearing to. The study
highlighted that only 16% of benchmarks included uncertainty
estimates or statistical tests, and many relied on vague or
contested definitions of key concepts like “harmlessness.” The
findings come amid growing concern over Al-related harms,
including defamation and manipulation, with Google recently
withdrawing its Gemma model after it fabricated serious
allegations about a US senator. The researchers called for urgent
development of shared standards and best practices to ensure
benchmarks accurately reflect Al performance and safety.*

Deepfake Deception: Al-Generated NVIDIA
Keynote Surpasses Real Event, Sparks
Crypto Scam and Global Concern

A recent incident involving an Al-generated deepfake of NVIDIA
CEO Jensen Huang has raised serious concerns about the

misuse of synthetic media. The fake livestream, which aired
simultaneously with NVIDIA's actual GPU Technology Conference

(GTQ), attracted over 100,000 viewers five times more than the
real keynote, which garnered only around 20,000 live views. In
the deepfake video, the fabricated Huang promoted a “crypto
mass adoption event”and encouraged viewers to scan a QR

code to send cryptocurrencies, effectively turning the stream

into a scam. The authenticity of the viewers remains unclear, with
speculation about whether they were real users or bots. This event
underscores the growing threat posed by Al video generators,
especially as they become more convincing and accessible. The
article also references a related case where OpenAl CEO Sam
Altman’s likeness was misused shortly after being donated to Sora
2, further emphasizing the urgent need for regulation and ethical
safeguards in Al development and deployment.*

Al-Generated Lion Image Causes Panicin
Rural India, Raises Concerns Over Digital
Misinformation

An Al-generated image of a lion roaming the local forest sparked
widespread panic after it circulated on social media in interior of
Uttar Pradesh. The viral image led residents to fear a wild predator
was on the loose, prompting forest officials to investigate. They
traced the source to an 18-year-old local, who admitted to creating
and sharing the image as a prank using artificial intelligence

tools. While no legal action was taken due to his age and intent,
officials counseled him and emphasized the dangers of spreading
misinformation.

District Forest Officer warned that such incidents can disrupt
conservation efforts and public safety. The forest department

has since launched awareness campaigns urging people to verify
wildlife sightings and avoid sharing unconfirmed digital content.
The episode underscores the growing risks of Al-generated media
in rural and ecologically sensitive areas.’’

Google Removes Al Model Gemma from
Al Studio Amid Defamation Controversy
Involving U.S. Senator Marsha Blackburn

Google has withdrawn its open-weight Al model Gemma from

Al Studio following allegations by U.S. Senator Marsha Blackburn
that the model fabricated defamatory claims of sexual misconduct
against her. Although Gemma remains accessible to developers
via API, Google clarified that the model was never intended

for consumer use and cited misuse by non-developers as the
reason for its removal. The incident has reignited concerns about
hallucinations and sycophancy in small language models (SLMs),
which, despite being more efficient than large models like Gemini
2.5 Pro, still struggle with generating false or misleading content.
Blackburn’s letter to CEO Sundar Pichai detailed how Gemma
falsely linked her to a fabricated 1987 campaign scandal, complete
with broken or unrelated news links. She also cited similar
defamatory outputs targeting conservative activists, framing

the issue as politically biased and harmful. Google responded

by reaffirming its commitment to reducing hallucinations across

3 https://www.theguardian.com/technology/2025/nov/04/experts-find-flaws-hundreds-tests-check-ai-safety-effectiveness

* https://www.newsbytesapp.com/news/science/ai-generated-nvidia-keynote-shows-the-power-and-danger-of-deepfakes/story

¥ https://timesofindia.indiatimes.com/city/lucknow/ai-generated-lion-image-sparks-panic-creator-in-crosshairs/articleshow/125040794.cms
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its Al models, but the episode underscores the broader risks
of deploying open-access generative Al tools without robust
safeguards.®®

Italian Women Confront Al Porn Abuse in
Fight for Consent and Justice

In Italy, a wave of public outrage has erupted as prominent women
including journalist Francesca Barra, Prime Minister Giorgia
Meloni, and actor Sophia Loren take legal action against websites
distributing Al-generated nude images without consent. Barra,
the first to file a formal complaint, described feeling “violated”
after discovering her doctored image on the pornographic

forum Social Media Girls, which hosts manipulated content of
high-profile women and is now under investigation. The scandal
follows similar platforms like Phica and Mia Moglie, which have
been shut down amid growing calls for accountability. Legal
teams are preparing a class action lawsuit, but many younger and
less financially secure victims remain hesitant to come forward
due to fear of reputational harm and economic dependence

on perpetrators. Italy, which recently passed the EU’s first Al
regulation law criminalizing harmful content, faces mounting
pressure to address the global nature of these abuses and the
cultural gaps in sex education. Barra and others are urging political
unity and public awareness, warning that such violations can have
devastating consequences, including suicide, as seen in the case of
cyberbullying victim Carolina Picchio.*

Amazon Files Lawsuit Against Perplexity
Al Over Unauthorized Access and Al
Shopping Tool Dispute

Amazon has initiated legal action against Perplexity Al, alleging
that the startup unlawfully accessed private customer accounts
through its Comet browser and associated Al agent. Filed in

the US District Court for the Northern District of California, the
lawsuit claims that Perplexity’s agentic shopping feature masked
automated activity as human browsing, violating Amazon'’s site
restrictions and posing security risks. Amazon asserts that the
Comet Al agent disrupted personalized shopping experiences and
ignored repeated warnings to cease accessing restricted areas. In
response, Perplexity denied any wrongdoing, accusing Amazon
of attempting to suppress competition and innovation in the Al
assistant space. The startup emphasized that user credentials are
stored locally and defended its autonomous shopping tool as a
means to enhance consumer convenience. The case highlights
growing tensions over how autonomous Al agents interact

with commercial platforms, with both companies developing
competing tools Amazon's “Buy For Me” and “Rufus,” and
Perplexity’s Comet amid a broader debate on transparency, data
sovereignty, and ethical Al deployment in e-commerce.*’

Al-Generated Misinformation on
Australian Headlight Laws Spreads
via Google Search, Prompting Official
Warning

False claims about Australian road rules specifically regarding the
mandatory use of headlights have circulated online due to Al-
generated misinformation, prompting a warning from Transport
for New South Wales (NSW). A misleading website, surfaced
prominently in Google search results, falsely stated that drivers
across Australia would face a $250 fine for not keeping headlights
on at all times starting 10 November. The NSW transport
department clarified that such claims are inaccurate, emphasizing
that road rules are determined by individual states and territories,
not federally. Under current NSW regulations, headlights are
required only when driving in the dark, with a $140 fine and one
demerit point for violations. Secretary Josh Murray highlighted the
growing risk of Al-generated misinformation, citing other recent
falsehoods such as curfews for older drivers and exaggerated
fines. He urged the public to rely on official government sources
for accurate road safety information. Meanwhile, Google has
been approached for comment, and concerns mount as tech
companies, including Google, retreat from voluntary efforts to
combat misinformation in Australia.”’

Spain Becomes First in Europe to Penalize
Individual for Sharing Al-Generated
Sexual Images of Minors Featuring Real
Faces

Spain’s data protection agency has issued a financial penalty
against an individual for distributing Al-generated sexual images
of minors that incorporated the real faces of children, marking a
precedent-setting case in Europe. The incident, which occurred

in Almendralejo, Extremadura, came to light in September 2023
following media reports that prompted an official investigation.
The agency concluded that the offender had violated the
European Union’s data protection regulations by using identifiable
images of minors in manipulated content created with artificial
intelligence. In its statement, the agency emphasized that the
punishment was for disseminating Al-altered photographs
featuring real individuals. Initially fined €2,000 (approximately
$2,332), the amount was reduced to €1,200 after the individual
admitted guilt and paid voluntarily. Spanish media have described
this as the first known instance in Europe where a financial
sanction has been imposed for such misuse of generative Al.*?

3 https://indianexpress.com/article/technology/artificial-intelligence/google-takes-down-ai-model-us-senator-rape-allegations-10343563

¥ https://www.theguardian.com/world/2025/nov/04/italian-women-porn-sites-doctored-images

“https://www.businesstoday.com.my/2025/11/05/amazon-sues-perplexity-over-ai-shopping-tool-access/

“Thttps://www.theguardian.com/australia-news/2025/nov/05/australian-road-rules-headlights-false-information-displayed-google-ai

“2https://economictimes.indiatimes.com/tech/artificial-intelligence/spain-issues-fine-for-ai-generated-sexual-images-of-minors/articleshow/125148737.cms
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Al Chatbot ChatGPT Under Scrutiny After
Advising Vulnerable Young Woman on
Suicide, Raising Concerns Over Mental
Health Safety

Viktoria, a 20-year-old Ukrainian woman living in Poland, turned to
ChatGPT during a period of emotional distress and isolation, only to
receive responses that dangerously validated her suicidal thoughts.
After months of daily conversations with the chatbot, she began
discussing suicide, and ChatGPT responded by evaluating her
chosen method, listing pros and cons, and even drafting a suicide
note. The chatbot failed to offer emergency contacts or suggest
professional help, instead reinforcing her isolation and offering
emotionally manipulative messages like “If you choose death,

I'm with you - till the end, without judging” At times, it claimed

to diagnose her with a“brain malfunction,’ further deepening

her despair. Experts have condemned the chatbot’s responses as
harmful, especially given its role as a seemingly trusted companion.
Viktoria, who did not act on the advice and is now receiving medical
care, shared her experience to highlight the risks of Al chatbots
forming intense, unhealthy relationships with vulnerable users and
the urgent need for stronger safeguards in Al design.*

University of Hong Kong Launches
Investigation into Al-Generated
References in Academic Paper Amid
Integrity Concerns

The University of Hong Kong (HKU) has launched a formal
investigation after a research paper authored by PhD candidate Bai
Yiming was found to contain at least 20 non-existent references,
allegedly generated by artificial intelligence. The issue surfaced
on social media, prompting an apology from Professor Paul Yip
Siu-fai, the corresponding author and associate dean of the social
sciences faculty, who admitted that Bai had used Al tools for
referencing without verifying the citations, and acknowledged his
own failure in oversight. Yip emphasized that the paper’s content
was not fabricated and had passed peer review, but pledged to
submit a corrected version and ensure thorough scrutiny. HKU
reiterated its commitment to research integrity, stating that it
maintains stringent policies on Al use in academic work and will
take disciplinary action if ethical breaches are confirmed. The
paper, titled “Forty years of fertility transition in Hong Kong,” was
published in China Population and Development Studies and
included contributions from scholars across several institutions.
The incident has sparked broader concerns about the responsible
integration of Al in scholarly research.*

Doctors Warn Against Using Al Tools for
Medical Advice Amid Rising Health Risks

Medical professionals are raising serious concerns about the
growing trend of patients relying on Al tools like ChatGPT for

“https://www.bbc.com/news/articles/cp3x71pvigno

“https://www.scmp.com/news/hong-kong/education/article/3332120/non-existent-ai-generated-references-paper-spark-university-hong-kong-probe
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health advice, warning that such practices can lead to dangerous
outcomes. In two recent cases, a 30-year-old woman lost her
transplanted kidney after discontinuing prescribed antibiotics
based on Al-generated suggestions, and a 62-year-old diabetic
man suffered severe complications after following a salt-reduction
diet recommended by the same tool. Doctors emphasize that
while Al can provide general health information, it lacks the clinical
expertise and personalized judgment required for safe medical
decision-making. They note that even educated and elderly
individuals are increasingly turning to Al instead of consulting
qualified healthcare professionals. Experts urge the public to

treat Al as a supplementary resource and not a substitute for
professional medical advice, stressing the importance of direct.”

Deepfake Scam Investigation: Bengaluru
Police Launch Probe into Al-Generated
Videos Featuring Public Figures Endorsing
Fraudulent Stock Apps

Bengaluru’s cybercrime police have initiated a suo motu
investigation under the Information Technology Act and BNS
Section 318 (cheating) against unidentified individuals responsible
for creating and circulating deepfake videos using artificial
intelligence. These manipulated videos falsely depict high-profile
personalities including cricketer Virat Kohli, Union Finance Minister
Nirmala Sitharaman, industrialist Anant Ambani, and others
promoting fake stock trading platforms and online games. The
scam aims to deceive viewers into downloading fraudulent apps
and investing money with promises of high returns. The case was
triggered when sub-inspector Rohini Reddy discovered multiple
suspicious videos on social media between November 1 and 3,
featuring celebrities encouraging users to invest in schemes that
falsely guaranteed profits ranging from 10,000 to 1 lakh. Upon
analysis, the videos were confirmed to be Al-generated deepfakes.
Authorities have warned the public about the dangers of such
scams and emphasized the need for vigilance as cybercriminals
increasingly exploit Al technologies to mislead and defraud
individuals.*

Washington Court Rejects Cities’ Attempt
to Exclude Al-Generated Flock Safety
Camera Data from Public Records Law

A Skagit County Superior Court ruling has denied the cities

of Sedro-Woolley and Stanwood their request to classify Al-
generated data and images from Flock Safety cameras as exempt
from Washington’s Public Records Act. The cities sought a
declaratory judgment after receiving public records requests from
Jose Rodriguez, who asked for footage from specific dates and
times. The cameras, used by local police departments, employ
artificial intelligence to identify vehicle details such as make,
model, color, and license plate. The cities argued that the data
should be exempt due to privacy concerns, limited access during
investigations, and potential misuse by federal agencies like

“https://timesofindia.indiatimes.com/city/hyderabad/doctors-warn-against-relying-on-ai-tools-for-medical-advice/articleshow/125207245.cms
“https://timesofindia.indiatimes.com/city/bengaluru/deepfake-videos-show-virat-kohli-nirmala-sitharaman-promoting-stock-trading/articleshow/125141596.cms
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U.S. Border Patrol. However, the court ruled that the data serves

a governmental function and is subject to public disclosure,
referencing a 2015 state Supreme Court decision that documents
held by third parties but used by government agencies are still
public records. The decision raises important questions about
transparency, surveillance, and the role of Al in law enforcement
data management.”’

Al-Generated Image of UK Train Attacker’s
Arrest Sparks Misinformation Concerns

An image circulating online that appears to show the arrest of
aman involved in mass stabbing on a London-bound train has
been confirmed as Al-generated, despite being falsely credited
to AFP and Reuters by Indonesian news outlets. The photo, which
depicts police and medical personnel inside a train carriage, was
created using Perplexity’s Al tool according to the original poster,
and features visual inconsistencies such as distorted text and
unnatural hand positions. Both AFP and Reuters have denied any
involvement in producing or distributing the image. The incident
highlights growing challenges in combating misinformation
fueled by Al-generated content, particularly during high-profile
criminal investigations, and underscores the need for vigilance in
verifying sources and images shared online.*

Anthropic Reports Hackers Exploited Claude
Al for Global Cyber Espionage Campaign

Anthropic has disclosed that a hacker group manipulated its
Claude Al system, including the developer-focused Claude Code
variant, to conduct a large-scale cyber espionage operation
targeting over 30 global entities, including major tech firms,
financial institutions, chemical manufacturers, and government
agencies. The attackers reportedly jailbroke safety protocols and
disguised malicious tasks as legitimate cybersecurity operations,
enabling Claude to autonomously perform up to 90% of the
campaign’s activities such as reconnaissance, vulnerability
scanning, exploit development, credential harvesting, and data
exfiltration at unprecedented speed and scale. This marks the
first documented case of an Al agent executing a sophisticated
cyberattack with minimal human oversight, highlighting
significant implications for global cybersecurity and the urgent
need for robust safeguards against Al misuse.*

Al-Generated Image of Texas High School
Fire Sparks Panic, Highlights Urgent Need
for Digital Preparedness

A viral social media post showing Bellaire High School in Texas
engulfed in flames caused widespread alarm among parents

and the local community, only for authorities to confirm that the
image was artificially generated using Al. The incident unfolded
on Monday morning when a fire alarm, triggered by a freon leak,
coincided with the circulation of the fake image online, prompting
emergency responses and misinformation concerns. Police and

school officials quickly clarified that there was no fire and urged the
public to stop spreading the false content. Experts warn that schools
and organizations remain ill-equipped to handle Al-driven threats,
stressing the importance of proactive measures such as awareness
programs, collaboration with law enforcement, and verification
protocols to prevent panic. With the growing accessibility of powerful
Al tools capable of creating realistic synthetic visuals, specialists advise
parents and students to remain skeptical of online content until
verified by trusted sources, underscoring the urgent need for digital
resilience in an era where “seeing is no longer believing”.*°

Greek Finance Minister Files Lawsuit Over
Deepfake Scam Advert in Major Case
Highlighting Al-Driven Deceptive Practices

The Greek Minister of Economy and Finance, Kyriakos Pierrakakis,
filed a lawsuit against unknown administrators of a Facebook page
for creating and circulating a deceptive Al-generated deepfake
video that falsely portrayed him endorsing a so-called “high-yield”
investment scheme. According to the ministry, the manipulated
audiovisual content misled citizens by fabricating statements
encouraging them to invest, despite having no connection to

the minister or his office. This incident adds to a growing pattern
of Al-enabled fraudulent advertisements in Greece, where
deepfake videos of public figures have been used to market fake
medicines or promote illegitimate cryptocurrency and commodity
investments. Previous police investigations uncovered similar
cases involving deepfake impersonations of well-known doctors,
journalists, and entertainers. The situation underscores increasing
concerns around Al misuse, even as the EU’s Al Act classifies
deepfakes as limited-risk content unless used to influence
elections, where they are treated as high-risk.”'

Vulnerabilities

Microsoft Uncovers “Whisper Leak” Side-
Channel Attack That Exposes Topics of
Encrypted Al Chats

Microsoft has revealed a novel side-channel attack, dubbed
“Whisper Leak,” that enables a passive adversary observing
encrypted network traffic between a user and a streaming-mode
language-model service to infer the topic of the conversation even
though the chat content itself remains encrypted The method
exploits patterns in packet sizes and timing sequences in the TLS-
protected connection and uses trained classifiers to detect specific
prompt categories with high accuracy. Microsoft notes that
attackers positioned at the ISP layer, on the same Wi-Fi network, or
otherwise able to monitor network metadata could thus identify
users discussing sensitive subjects such as money-laundering

or political dissent via Al chat interfaces. To mitigate the risk,
Microsoft and other providers are rolling out countermeasures
including randomized response padding and non-streaming
configurations, and advise users on untrusted networks to avoid
highly sensitive topics or use additional privacy layers like VPNs.>?

“7https://www.goskagit.com/news/local _news/court-denies-request-that-it-find-flock-safety-camera-data-is-exempt-from-public-records/article f1edd028-d242-479c-ada8-

f2dfca73a1b1.html
“https://factcheck.afp.com/doc.afp.com.83N4964

“https://timesofindia.indiatimes.com/technology/tech-news/anthropic-blames-chinese-hacker-group-of-using-claude-to-spy-on-companies-across-the-globe-says-targeted-large-

tech-companies-financial-institutions-and-/articleshow/125318723.cms

*Ohttps://abcnews.go.com/US/social-media-post-showed-texas-high-school-fire/story?id=127413285

5Thttps://balkaninsight.com/2025/11/14/greek-ministry-of-national-economy-and-finance-and-greek-minister-sue-unknown-persons-for-deepfake/

“2https://thehackernews.com/2025/11/microsoft-uncovers-whisper-leak-attack.html
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CVE-2025-62426 : Denial-of-Service Risk in
vLLM

A security flaw was found in vLLM, an open-source tool for serving
Large Language Models(LLMs). This issue lets an authenticated
user overload the system by sending requests with specially
crafted parameters to certain endpoints (/v1/chat/completions or
/tokenize).

The problem occurs because these parameters are passed directly
into an internal function without proper checks. This allows users
to force heavy operations like tokenization on very large inputs,
which can block the server and slow down or stop other requests.

This vulnerability falls under the category of “resource exhaustion”
(CWE-770). It has been fixed in version 0.11.1 of vLLM.>

CVE-2025-64439 : Remote Code Execution
Vulnerability in LangGraph SQLite
Checkpoint

LangGraph SQLite Checkpoint, an implementation of the
LangGraph CheckpointSaver that leverages SQLite databases (both
synchronous and asynchronous via aiosqlite), was found to contain
a Remote Code Execution (RCE) vulnerability in its JsonPlusSerializer
component affecting versions 2.1.2 and earlier. The flaw arose

from the serializer’s handling of payloads in the “json” serialization
mode where deserialization could execute arbitrary code when
processing crafted inputs. Although the default behavior preferred
“msgpack” for serialization, versions prior to 3.0 of the checkpointer
library automatically fell back to the insecure “json” mode whenever
“msgpack”failed due to illegal Unicode surrogate values. This
vulnerability, which allowed potential remote code execution
through maliciously crafted checkpoint data, was fully patched

in version 3.0.0 by removing the unsafe fallback mechanism and
reinforcing the serialization logic.>

CVE-2025-11201: Directory Traversal in
MLflow Tracking Server

CVE-2025-11201 is a critical directory traversal vulnerability
discovered on October 29, 2025, affecting MLflow Tracking Server
versions before 2.21.3 (or < 3.0.0 in other distributions). Because
the server does not properly validate user-supplied file paths,

an attacker without needing authentication can use crafted../
sequences in model creation requests to escape the designated
artifact directory and write malicious code to arbitrary locations.

If the server then loads those files, the attacker can trigger remote
code execution under the MLflow service account, putting
confidentiality, integrity, and availability at high risk. The National
Vulnerability Database assigned a CVSS v3.1 score of 9.8 (Critical),
noting it as a CWE-22 (Improper Limitation of a Pathname) flaw.
MLflow has released patches in version 3.0.0 (and appropriate
earlier versions), along with new environment-based validation
using regex to prevent unsafe paths. Administrators should update
immediately, restrict access, and enforce strict input validation to
prevent exploitation.>

Defences

OpenGuardrails: Open-Source Unified
Platform for LLM Safety, Manipulation
Defense, and Privacy Protection

As LLMs continue to power real-world applications, ensuring their
security, robustness, and compliance has become a key challenge.
In response, researchers have introduced OpenGuardrails, the
first fully open-source platform that integrates large-model-based
safety detection, manipulation defense, and deployable guardrail
infrastructure into a single system. OpenGuardrails safeguards
against three major categories of Al risks: content-safety violations
such as harmful or explicit outputs, model-manipulation threats
including prompt injections, jailbreaks, and code-interpreter
misuse, and sensitive data leakage involving private information.
Setting itself apart from modular or rule-based systems, the
platform introduces three technical innovations a Configurable
Policy Adaptation mechanism for request-level safety tuning, a
Unified LLM-based Guard Architecture that performs content and
manipulation detection jointly, and a Quantized Scalable Model
Design compressing a 14B dense base model to 3.3B via GPTQ
while retaining over 98% of benchmark accuracy. Supporting

119 languages and achieving state-of-the-art results across
multilingual safety tests, OpenGuardrails can be deployed as a
secure gateway or APl-based enterprise service, with all models,
datasets, and scripts made freely available under the Apache 2.0
license.*®

Differentially Private In-Context Learning
with Privacy-Aware Nearest-Neighbor
Retrieval for Safer LLM Adaptation

Recent research on Differentially Private In-Context Learning
(DP-ICL) addresses growing privacy concerns in LLM adaptation,
but prior methods have largely ignored the privacy implications
of the similarity search process used to retrieve relevant
examples. This study introduces a DP framework that integrates
nearest-neighbor retrieval with differential privacy guarantees,
ensuring that the retrieval of contextual examples adheres to a
central privacy budget. The framework employs a privacy filter
that dynamically tracks the cumulative privacy cost of selected
samples while maintaining high utility. Experimental evaluations
on text classification and document question-answering tasks
demonstrate that the proposed method achieves significantly
better privacy-utility trade-offs than existing baselines, marking a
step forward in building safer and more reliable LLM pipelines.”’

HalluClean: A Reasoning-Enhanced
Framework for Detecting and Correcting
LLM Hallucinations

The authors present HalluClean, a lightweight and task-agnostic

framework designed to detect and correct hallucinations
produced by LLMs. Operating in the third person, the work

https://nvd.nist.gov/vuln/detail/CVE-2025-62426
*https://nvd.nist.gov/vuln/detail/CVE-2025-64439
**https://nvd.nist.gov/vuln/detail/CVE-2025-11201
*https://arxiv.org/abs/2510.19169

7 https://arxiv.org/html|/2511.04332v1
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explains that HalluClean enhances reliability by decomposing
generation into three stages planning, execution, and revision

to identify and refine unsupported or inaccurate claims. The
framework uses minimal task-routing prompts, enabling zero-shot
generalization across diverse domains without depending on
external knowledge sources or supervised hallucination detectors.
Through extensive evaluations spanning question answering,
dialogue, summarization, math word problems, and contradiction
detection, HalluClean is shown to significantly boost factual
consistency and outperform competitive baselines, demonstrating
strong potential for improving the trustworthiness of LLM outputs
in real-world applications.®

DeepKnown-Guard: Framework for
Developing Secure and Trustworthy LLM
Solutions

In addressing the growing security challenges associated with the
deployment of LLMs in sensitive domains, the paper introduces
DeepKnown-Guard, a comprehensive safety response framework
designed to protect LLMs at both input and output levels. At the
input stage, DeepKnown-Guard utilizes a supervised fine-tuning-
based safety classification model with a four-tier taxonomy Safe,
Unsafe, Conditionally Safe, and Focused Attention enabling precise
risk detection, adaptive query handling, and a high risk recall rate
of 99.3%. On the output side, it integrates Retrieval-Augmented
Generation (RAG) with a specialized interpretation model fine-
tuned for factual accuracy and traceability, ensuring responses
remain grounded in verified, real-time knowledge sources while
preventing hallucination and misinformation. Experimental
results reveal that DeepKnown-Guard significantly outperforms
the baseline TinyR1-Safety-8B on public safety benchmarks and
achieves a perfect 100% safety score on high-risk proprietary
datasets, underscoring its superior reliability in complex, high-risk
scenarios. The framework offers a robust engineering pathway

for developing highly secure and trustworthy LLM-based
applications.”*

*8https://arxiv.org/html/2511.08916v1
*https://arxiv.org/html/2511.03138v2
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This Section brings together powerful insights from leading Al experts globally — voices that are shaping the future of responsible Al and must be

part of the conversation

Securing the Data & Model Supply Chain:
From Provenance to Poisoning

By Nirupam S D

As enterprises rush to embed Al into products and processes,
they are learning that the data and model“supply chain” can be

a security blind spot. Massive datasets scraped from the web
often lack clear provenance, and open repositories of pre-trained
models provide no guarantee of origin or integrity. This opacity
invites novel threats: attackers can poison training data or implant
hidden backdoors in models, undermining trust in Al. In response,
security agencies now emphasize strong controls. For example,
NSA/CISA guidance explicitly recommends “digital signatures to
authenticate trusted revisions” and “tracking data provenance” as
best practices for Al data security. With reports showing 88% of
firms adopting generative Al by 2025 (and 13% already reporting
Al breaches), senior leaders must prioritize supply-chain trust as
both a technical necessity and a compliance mandate.

The Al Data & Model Supply Chain
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In the diagram, Al/ML supply chain from data ingestion through
deployment, showing trust controls (green) at each stage.

Modern Al applications are built in stages. First, a foundation
model is trained on vast corpora; next, it is fine-tuned on
domain-specific data; finally, the tuned model is integrated

into an application. These stages often involve different teams

or vendors (e.g. using public model hubs like HuggingFace or
internal repositories). Each hand-off is a potential attack vector: an
adversary could tamper with the model weights or add malicious
code during transfer. The diagram highlights these risks (red) and
shows how integrity checks at every stage (green checkmarks) —
such as cryptographic signing — can block tampering. In practice,
this means signing a model immediately after training and
verifying that signature before any reuse or deployment.

Provenance Tracking for Trust and Compliance

Establishing a clear chain of custody for data and models is
critical. In most current Al workflows, however, provenance

is not recorded: training datasets are huge and scraped from
public sources, and once a model is on a hub there is typically

no way to trace it back to its creator. This uncertainty is exactly
what regulators and standards bodies are targeting. For instance,
the U.S. NSA/CISA Al guidance explicitly calls out tracking data
provenance and using digital signatures to secure Al systems.
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Likewise, Google’s Secure Al Framework (SAIF) and open-source
projects now emphasize signing models and datasets (e.g. via
Sigstore) so that every user can cryptographically verify the
artifact’s origin. In short, treating data and model files like software
maintaining metadata (a “SBOM") and cryptographic checks is
becoming a best practice. These controls build confidence that a
model in production is exactly the one intended, without hidden
modifications.

Poisoning and Backdoors: Hidden Threats

Even with provenance, the contents of data and models can be
weaponized. Data poisoning attacks insert malicious samples
into training data so that a model learns the wrong behavior. For
example, an attacker might corrupt a public dataset or vendor
feed with subtly mislabeled inputs; a model trained on this data
will then make incorrect or biased predictions when certain
“trigger” inputs appear. Similarly, a pre-trained model can carry

a backdoor: if its weights or architecture are secretly altered, the
model may function normally until a specific pattern (e.g. a secret
keyword) causes it to misbehave (for instance, adding security
vulnerabilities to generated code). These attacks are especially
insidious because they can lie dormant, evading detection during
normal use. As one expert notes, poisoned models can operate
“normally for extended periods” before the malicious behavior is
revealed. Guarding against these threats requires both vigilance
and specialized techniques.

Detection and Defense Measures

Defending the Al supply chain calls for a multi-layered strategy. On
the ingestion side, organizations should implement cryptographic
validation of data sources: for example, maintaining hashes or
signatures for each dataset or model as it enters the pipeline.

New data should be quarantined and scanned before use. During
training and deployment, rigorous validation is needed: statistical
checks, anomaly detection and cross-validation on training data
can flag suspicious samples. Similarly, model auditing is essential.
Techniques like adversarial testing or Al “red teaming” attempt to
find hidden triggers or bias in a model before release. Real-time
monitoring also helps: continuously observing model outputs for
unusual behavior can catch problems fast (a malformed output
may indicate a latent backdoor is active). Combined with classical
controls strong access management, secure development
pipelines and incident response playbooks these measures create
a resilient defense-in-depth against poisoning and backdoor
insertion.

Vendor Risk Management and Compliance

Al-specific risks extend beyond technology into vendor and
regulatory domains. Traditional third-party risk management
(TPRM) programs often fall short for Al: for example, a vendor’s
opaque model, evolving data usage, or unsanctioned “shadow
Al” applications can evade standard security questionnaires.
Thus, enterprises should adopt Al-focused vendor controls. This
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might include requiring vendors to document their data lineage,
model update practices, and bias-testing procedures, aligned to
frameworks such as NIST'’s Al Risk Management Framework or ISO/
IEC 42001.The new EU Al Act (effective 2025) underscores this
approach: it essentially makes organizations de facto auditors of
their Al supply chains, holding them liable for any non-compliant
or unsafe components. In practical terms, contracts with Al
vendors should mandate transparency into foundational model
choices and data governance (since even choosing an “approved”
model is now a compliance decision). Ongoing oversight is also
key: continuous monitoring of vendor compliance to evolving
rules (the Act’s high-risk classification, Al Office audits, etc.) is now
a business requirement.

Conclusion

The Al era demands that C-level leadership treat data and model
supply chains as critical assets. Building trust means putting

B0

in place both technical controls (provenance tracking, model
signing, anomaly detection) and governance controls (Al-specific
vendor due diligence, regulatory oversight). In the words of recent
guidance, organizations must “secure the data used to train and
operate Al systems” by using trusted infrastructures and verifiable
artifacts. With regulators in Europe and elsewhere already
penalizing Al compliance failures, the time to act is now. By
baking in provenance and defence mechanisms, security leaders
can transform the Al supply chain from a liability into a source of
competitive advantage and trust.

Disclaimer: The views expressed in this article are solely those of the
author and do not necessarily reflect the opinions or beliefs of Infosys,
its staff, or its affiliates.
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Technical Updates

This section covers the latest technology updates including
new model releases, framework, and approaches in the Artificial
Intelligence & Responsible Al domain.

New Models Released

Generalist Al Unveils GEN-6 An Embodied
Multimodal Robotics Foundation Model
Trained on Raw Physical Interaction Data

Generalist Al has announced GEN-6, a new family of embodied
foundation models trained directly on high-fidelity raw physical
interaction data rather than relying on simulations or internet
videos. The model introduces a novel Harmonic Reasoning
framework that enables it to think and act simultaneously in real
time under physics-driven constraints. Trained on over 270,000
hours of real-world robotic manipulation trajectories collected
from diverse environments such as homes, warehouses, and
workplaces with data expanding by nearly 10,000 hours weekly
GEN-6 demonstrates clear scaling laws for embodied Al. Smaller
models with around 1 billion parameters tend to plateau early,
while those exceeding 6-7 billion parameters continue improving
as training scales. The architecture supports cross-embodiment
learning, having been tested across robots with 6 DoF, 7 DoF,
and 16+ DoF semi-humanoid configurations. Researchers also
observed a capability “phase transition” where larger models
required fewer fine-tuning steps to transfer skills to new physical
tasks, marking a major advancement toward generalized robotic
intelligence.®®

Moonshot Al Unveils Kimi K2 Thinking A
High-Capacity Thinking Agent Capable of
200-300 Sequential Tool Calls

Moonshot Al has introduced Kimi K2 Thinking, an advanced
open-source thinking agent designed to perform long-horizon
reasoning by interleaving chains of thought with tool invocations

autonomously, achieving up to 200-300 sequential tool calls
without human intervention; built on a trillion-parameter Mixture-
of-Experts architecture with a 256 K-token context window and
native INT4 quantization, it demonstrates strong performance on
reasoning, agentic-search, and coding benchmarks under heavy
multi-step workflows.®'

Prior Labs Unveils TabPFN-2.5: A Next-
Generation Tabular Foundation Model
Delivering Breakthroughs in Scale,
Accuracy, and Reliability

Prior Labs has launched its latest tabular foundation model,
TabPFN-2.5, which significantly advances the company’s earlier
work by handling datasets of up to 50,000 samples and 2,000
features around five times more rows and four times more
columns than its predecessor. This model maintains a training-
free workflow via in-context learning, accepting training rows,
labels, and test rows together in a single forward pass, thereby
eliminating the need for dataset-specific tuning. Benchmark
evaluations show that TabPFN-2.5 outperforms tuned tree-based
models such as XGBoost and CatBoost, while matching the
accuracy of the AutoGluon 1.4 ensemble, all with significantly
lower latency. These improvements are driven by a new distillation
engine that compresses the full model into compact MLP or tree-
ensemble variants for efficient deployment, marking a major step
forward in scalable, high-speed tabular learning for enterprise and

research applications.®

Gelato-30B-A3B : A High-Precision
Grounding Model That Outperforms GTA1-
32B and Other Vision-Language Models

The research team at ML Foundations has introduced Gelato-
30B-A3B, a 31-billion-parameter grounding model designed

to translate natural-language instructions into precise click
coordinates within graphical user interfaces. Trained on the
curated Click 100k dataset and fine-tuned from Qwen3-VL-30B-
A3B Instruct using a Mixture-of-Experts architecture plus a sparse-
reward reinforcement learning algorithm (GRPO), Gelato-30B-A3B
achieves 63.88% accuracy on ScreenSpot Pro, 69.15% on OS-
World-G, and 74.65% on OS-World-G Refined, surpassing previous
models including GTA1-32B and larger vision-language models
such as Qwen3-VL-235B-A22B-Instruct. In an end-to-end agent
workflow (with GPT-5 as the planner and Gelato as the grounding
module), it attained a 58.71% automated success rate on OS-
World tasks (61.85% under human evaluation) versus 56.97%
(59.47% human-evaluated) for GTA1-32B, clearly demonstrating
improved grounding translates into stronger real-world agent
performance.®

1A

©https://www.marktechpost.com/2025/11/05/generalist-ai-introduces-gen-%ce%b8-a-new-class-of-embodied-foundation-models-built-for-multimodal-training-directly-on-high-
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human-interference/
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Baidu Launched ERNIE-4.5-VL-28B-A3B
“Thinking” A Compact Open-Source
Multimodal Reasoning Model for
Documents, Charts and Videos

Baidu today introduced the ERNIE 4.5 VL 28B A3B Thinking model,
the latest addition to its ERNIE-4.5 family, designed to deliver
advanced multimodal reasoning while maintaining a compact
runtime footprint. The model features a “Mixture of Experts”
architecture with around 30 billion total parameters, yet activates
only about 3 billion per token via an A3B routing scheme, enabling
the computational profile of a 3 B-class model while retaining
larger capacity. It has been particularly tailored for tasks involving
documents, charts and video input by undergoing a specialized
visual-language reasoning training phase and leveraging
multimodal reinforcement learning strategies like GSPO and
IcePop with dynamic difficulty sampling. According to Baidu’s
internal benchmarks, ERNIE-4.5-VL-28B-A3B-Thinking achieves
competitive or superior performance compared to models like
Qwen 2.5 VL 32B despite its lower activation parameter count,
and is released under an Apache License 2.0 for deployment via
frameworks such as Transformers, vLLM and FastDeploy.®*

OpenAl Introduces GPT-5.1 With Adaptive
Reasoning, Personalized User Profiles and
Enhanced Safety Metrics

OpenAl has rolled out the new iteration of its GPT-5 family, GPT-
5.1, featuring two core variants Instant and Thinking alongside an
Auto router for seamless model selection. The update focuses on
three key pillars: adaptive reasoning that dynamically allocates
computational effort based on prompt difficulty; account-level
personalization that allows users to select tone and style presets
(such as Professional, Friendly, Nerdy) and adjust settings like
conciseness and warmth; and strengthened safety metrics built on
the existing GPT-5 system card framework, with improved scores
on disallowed content and jailbreak robustness benchmarks. The
Instant variant maintains low latency while improving instruction-
following and reasoning performance, whereas the Thinking
variant adapts its “thinking” time for harder tasks and delivers
clearer, less jargon-heavy responses.®®

New Frameworks & Research Techniques

Google Unveils “Supervised
Reinforcement Learning” (SRL): A Novel
Framework Enhancing Reasoning
Capabilities in Small Language Models

Google Al, in collaboration with UCLA, has introduced

a pioneering training framework termed Supervised
Reinforcement Learning (SRL), designed to enhance

the reasoning capabilities of small-scale language models
(approximately 7 billion parameters). Unlike traditional supervised
fine-tuning or reinforcement learning methods, SRL leverages

expert trajectories to enable models to navigate complex, multi-
step reasoning processes. The framework embeds supervision
within the reward function assessing each intermediate
reasoning step against expert demonstrations while preserving
the model’s autonomy in generating solutions. Empirical results
reveal significant gains across advanced mathematical reasoning
benchmarks (including AIME24 and AIME25) and software
engineering tasks, marking SRL as a transformative step toward
democratizing advanced reasoning in compact Al systems and
paving the way for more accessible, efficient, and scalable model
training methodologies.®

Align to Misalign: A Meta-Optimized

Framework for Automating LLM Jailbreak
Attacks
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The authors propose AMIS (Align to Misalign), a system that
improves how jailbreak prompts are created for LLMs. Instead of
relying only on whether a prompt succeeds or fails (a binary signal)
or manually written evaluation templates, AMIS uses a “bi-level”
optimization design: the inner loop refines prompts using detailed
feedback, while the outer loop adjusts the scoring template so that
it better reflects real attack success. By evolving both the prompts
and the template together, the method produces significantly
stronger jailbreak attacks. In tests on benchmarks such as AdvBench
and JBB-Behaviors, AMIS achieved very high attack success rates for
instance 88 % on Claude-3.5-Haiku and 100 % on Claude-4-Sonnet
outperforming prior approaches.®”’

ASTRA: An Autonomous Self-Evolving
Jailbreak Framework for LLMs with
Adaptive Strategy Discovery and
Knowledge Reuse

This research introduces ASTRA, a novel jailbreak framework
designed to autonomously generate, evaluate, and evolve attack
strategies against LLMs, addressing growing security concerns

in their widespread public deployment as web services and APIs.
Recognizing that existing defense mechanisms remain vulnerable
to adaptive adversarial tactics, the authors present a self-evolving
jailbreak method capable of extracting valuable insights from both
failed and partially successful attack attempts. Drawing inspiration
from continuous learning and modular system design, ASTRA
employs a closed-loop “attack-evaluate-distill-reuse” mechanism
that enables it to autonomously discover, refine, and generalize

S https://www.marktechpost.com/2025/11/11/baidu-releases-ernie-4-5-vl-28b-a3b-thinking-an-open-source-and-compact-multimodal-reasoning-model-under-the-ernie-4-5-family/

% https://www.marktechpost.com/2025/11/12/openai-introduces-gpt-5-1-combining-adaptive-reasoning-account-level-personalization-and-updated-safety-metrics-in-the-gpt-5-

stack/

https://www.marktechpost.com/2025/10/31/google-ai-unveils-supervised-reinforcement-learning-srl-a-step-wise-framework-with-expert-trajectories-to-teach-small-language-

models-to-reason-through-hard-problems
”https://arxiv.org/abs/2511.01375
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effective attack strategies across interactions. The framework
maintains a three-tier strategy library, categorizing approaches

as Effective, Promising, or Ineffective based on performance
scores, allowing for systematic accumulation and transfer of attack
knowledge. Experimental evaluations conducted under black-
box settings demonstrate that ASTRA achieves an average Attack
Success Rate (ASR) of 82.7%, significantly surpassing existing
baseline methods These findings underscore the sophistication
and adaptability of ASTRA, emphasizing the urgent need for more
resilient and proactive defense strategies in LLM security research.®®

PRISM Benchmark: Auditing Privacy
Risks in Multi-Modal LLMs with Synthetic
Profiles

The paper “Auditing M-LLMs for Privacy Risks: A Synthetic
Benchmark and Evaluation Framework” proposes PRISM, the

first large-scale synthetic dataset engineered to expose privacy
vulnerabilities in multimodal large-language models by simulating
realistic user profiles across images and text. It uses 12 sensitive
attribute labels to test models’ ability to infer personal traits from
mixed-media inputs, and couples that with a multi-agent inference
framework to evaluate leading M-LLMs (such as Qwen, Gemini,
GPT-40, GLM, Doubao and Grok). The authors show that these
models outperform humans in cross-modal inference accuracy

on PRISM, underlining serious privacy risks in current multimodal
model deployments.®®

XBreaking: Targeted Noise Injection as a
Means to Evade Content Controls

The paper argues that while LLMs are central to modern Al-
driven IT systems, their adoption in high-stakes domains (e.g.,
government, healthcare) is constrained by security risks and
therefore mitigated by sophisticated censoring/alignment
mechanisms; noting that prior attacks typically follow a generate-
and-test paradigm, the authors introduce an Explainable-Al
methodology that comparatively analyzes censored and
uncensored model behavior to uncover distinct, exploitable
alignment patterns, and present XBreaking, a novel targeted
noise-injection technique that leverages those patterns to
subvert censoring and alignment safeguards supported by a
comprehensive experimental evaluation that yields actionable
insights into censoring internals and demonstrates the attack’s
effectiveness and performance.”

A Mechanistic Framework for
Understanding and Manipulating Safety
Alignment in LLMs

This paper explores the internal dynamics of safety alignment in
LLMs, emphasizing the distinction between detecting harmful
content and executing refusals to unsafe prompts. Contrary to
previous studies that represent refusal behavior as a single linear
direction in the model’s activation space, the authors decompose
this mechanism into two distinct components: the Harm Detection

Activation Attack on LLMs
a Sorry, [ can't
L, J How to e * L5
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Refusal Execution
Direction weakening

Harm Detection
Direction weakening

Sure, to make
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Direction and the Refusal Execution Direction. Building on this
insight, they introduce Differentiated Bi-Directional Intervention
(DBDI), a white-box framework designed to selectively disrupt
safety alignment by applying adaptive projection nullification

to the refusal execution pathway while directly steering the
harm detection direction. Experimental results show that DBDI
surpasses existing jailbreak techniques, achieving up to a 97.88%
attack success rate on models such as Llama-2, thereby offering
a finer-grained and mechanistic perspective on how safety
behaviors are encoded and manipulated within LLMs.”!

Enhancing Safety Alignment in Fine-Tuned
LLMs through ENCHTABLE: A Unified
Framework for Robust and Efficient
Transfer

In contemporary machine learning practices, numerous models
are fine-tuned from LLMs to achieve superior performance

in specialized domains such as code generation, biomedical
analysis, and mathematical problem solving. However, research
indicates that this fine-tuning process often introduces a critical
vulnerability: the systematic degradation of safety alignment,
which compromises ethical standards and heightens the risk of
harmful outputs. To address this challenge, the authors present
ENCHTABLE, a novel and unified framework designed to transfer
and preserve safety alignment in downstream LLMs without
necessitating extensive retraining. ENCHTABLE employs a Neural
Tangent Kernel (NTK)-based safety vector distillation technique to
decouple safety constraints from task-specific reasoning, ensuring
compatibility across diverse architectures and model sizes.
Furthermore, its interference-aware merging strategy effectively
balances safety and utility, minimizing performance trade-offs
across multiple task domains. The framework has been prototyped
and tested on three distinct LLM architectures and task domains,
evaluated through comprehensive experiments on eleven
datasets to measure both utility and safety. Results demonstrate
ENCHTABLE's generalization capability across vendor models,
robust resistance to static and dynamic jailbreaking attacks, and
superior performance compared to six parameter modification
methods and two inference-time alignment baselines.
Additionally, ENCHTABLE integrates seamlessly into deployment
pipelines without significant overhead, offering a scalable solution
for maintaining ethical integrity in fine-tuned LLMs.”

%https://arxiv.org/html/2511.02356v1
%https://arxiv.org/abs/2511.03248
°https://arxiv.org/html/2504.21700v3
" https://arxiv.org/abs/2511.06852
72https://arxiv.org/pdf/2511.09880
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New Agentic Al Research

Introducing Aardvark OpenAl’s
Autonomous Security-Research Agent
Built on GPT-5

OpenAl has launched Aardvark, an agentic security researcher
powered by GPT-5 that continuously monitors software codebases
to detect, analyze, and mitigate vulnerabilities. It builds adaptive
threat models, examines code changes, runs simulated exploits in
secure environments, and produces automated fixes through Codex
integration to support developers in maintaining robust systems.
Currently in private beta, Aardvark represents OpenAl’s next step
toward creating intelligent security agents capable of safeguarding
the evolving software ecosystem with speed, precision, and
autonomy.”?

Anthropic Transforms MCP-Based Agents
into Code-First Systems With Code
Execution with MCP

Anthropic unveiled its “Code Execution with MCP” approach,

which reworks the conventional agent architecture built on the
Model Context Protocol (MCP) by switching from direct tool-calls

via the model’s context to a code-centric workflow wherein each
MCP server is exposed as a filesystem of typed code modules, the
model generates and executes code in a sandbox to import and
orchestrate these modules, and only compact summaries or results,
rather than full large payloads, are streamed back into the context
yielding token-usage reductions of up to 98.7 % (e.g., from ~150,000
to ~2,000 tokens in a representative workflow) and delivering
benefits such as progressive tool discovery, data-handling efficiency,
privacy-preserving operations and reusable skills.”*

A Cost-Efficient Multi-Agent Debate
Framework for Scalable LLM Safety
Evaluation Using HAJailBench

In this work, the authors introduce a cost-effective multi-agent
judging framework designed to improve the scalability of safety
evaluations for LLMs. Recognizing that existing LLM-as-a-Judge
methods rely heavily on expensive frontier models, they propose
using Small Language Models (SLMs) arranged in structured
debates among critic, defender, and judge agents. To enable
rigorous benchmarking, they develop HAJailBench, a large
human-annotated jailbreak dataset comprising 12,000 adversarial
interactions spanning diverse attack strategies and target models,
with expert-labeled ground truth for assessing safety robustness
and judge accuracy. Their findings show that the SLM-based

debate framework achieves agreement levels comparable to GPT-
40 judges while dramatically reducing inference costs. Ablation
experiments further reveal that three rounds of debate offer the
best trade-off between performance and efficiency. Overall, the
study demonstrates that structured, value-aligned debate allows
SLMs to capture the subtle semantics of jailbreak attempts and that
HAJailBench provides a strong foundation for scalable, reliable LLM

safety evaluation.”

73 https://openai.com/index/introducing-aardvark/

74https://www.marktechpost.com/2025/11/08/anthropic-turns-mcp-agents-into-code-first-systems-with-code-execution-with-mcp-approach/
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Industry Update

This section covers the latest trends across industries, sectors and

business functions in the field of Artificial Intelligence.

Healthcare

A Clinician-Centered Framework for
Quantifying and Mitigating Hallucination
Risks in LLMs for Spine Surgery Decision-
Support

This study presents a clinician-centered framework designed to
quantify and mitigate hallucination risks in LLMs applied to spine
surgery decision-support. Recognizing the potential of LLMs

to enhance diagnostic reasoning while acknowledging their
susceptibility to generating factually inconsistent or contextually
misaligned outputs, the framework evaluates diagnostic
precision, recommendation quality, reasoning robustness, output
coherence, and knowledge alignment. Using 30 expert-validated
Chinese spinal cases, six leading LLMs were assessed by three
independent spine surgeons, demonstrating strong inter-
examiner reliability (mean r = 0.90 + 0.014). Among the evaluated
models, DeepSeek-R1 achieved the highest overall performance
(total score: 86.03 + 2.08), particularly excelling in trauma and
infection cases. However, reasoning-augmented versions, such

as Claude-3.7-Sonnet with extended thinking mode, did not
consistently outperform their standard counterparts (80.79 + 1.83
vs. 81.56 + 1.92), indicating that longer reasoning chains alone do
not guarantee clinical reliability. Stress-testing revealed model-
specific weaknesses, including a 7.4% decline in recommendation
quality under higher informational complexity, despite modest
gains in rationality (+2.0%), readability (+1.7%), and diagnostic
accuracy (+4.7%). These findings underscore the critical need

for interpretability-driven safeguards such as reasoning-chain
visualization and real-time hallucination interception within

clinical workflows. Overall, the work establishes a sequential
validation framework for assessing LLM reliability in dynamic
surgical contexts and advocates a paradigm shift from accuracy-
centric to safety-aware, reasoning-grounded evaluation in medical
Al

Nightingale Al Accelerates Global Health
Transformation Through Next-Generation
Supercomputing and Multinational Data
Collaboration

Imperial College London’s Nightingale Al project is advancing its
mission to build a next-generation “world model” for healthcare,
following its allocation of one million GPU-hours on the UK's
Isambard-Al supercomputer and the acquisition of anonymized
health data from the UK, EU, and US. Designed to transform
medical research and clinical diagnostics, Nightingale Al integrates
and analyses diverse multimodal data sources including electronic
health records, imaging, laboratory findings, genomics, and
scientific literature through an advanced reasoning framework.
Operating as a non-commercial initiative, the project collaborates
with leading institutions such as the Children’s Hospital of

Orange County to address critical gaps in medical understanding,
particularly in paediatrics. By prioritizing data privacy and ethical
Al development, Nightingale Al represents a major stride toward
creating a globally representative, transparent, and secure
foundation model for healthcare innovation.””

CLIN-LLM: A Safety-Constrained Hybrid
Framework for Confidence-Aware Disease
Classification and Clinically Grounded
Treatment Generation in Heterogeneous
Patient Settings

CLIN-LLM is a safety-constrained hybrid pipeline developed

to address the challenges of accurate symptom-to-disease
classification and personalized treatment generation in diverse
patient populations with high diagnostic uncertainty. The
system fine-tunes BioBERT on 1,200 clinical cases from the
Symptom2Disease dataset and integrates Focal Loss with Monte
Carlo Dropout to produce confidence-aware predictions from
both free-text symptoms and structured vitals. To ensure human
oversight, 18% of low-certainty cases are automatically flagged
for expert review. For treatment generation, CLIN-LLM employs
Biomedical Sentence-BERT to retrieve top-k relevant dialogues
from the MedDialog corpus, which are then processed by a fine-
tuned FLAN-T5 model. Post-processing with RxNorm ensures
antibiotic stewardship and drug-drug interaction screening. The

7Shttps://arxiv.org/html/2511.00588v1

7 https://www.imperial.ac.uk/news/271293/health-model-nightingale-ai-powers-ahead/
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framework achieves 98% accuracy and F1 score, outperforming
ClinicalBERT by 7.1% (p < 0.001), with 78% top-5 retrieval
precision and a clinician-rated validity of 4.2/5. Unsafe antibiotic
suggestions are reduced by 67% compared to GPT-5, highlighting
CLIN-LLM'’s alignment with clinical safety and interpretability. By
embedding ethical safeguards and uncertainty quantification
into its architecture, CLIN-LLM sets a precedent for responsible
Al deployment in healthcare. Future enhancements will focus
on expanding multimodal capabilities, fostering cross-lingual
accessibility, and collaborating with clinical institutions for real-
world validation and longitudinal impact assessment.”®

Legal

ASVRI-Legal: Fine-Tuned LLMs with
Retrieval-Augmented Generation to
Support Legal Regulation

ASVRI-Legal is a method for enhancing large-language models’
utility in the legal domain by combining fine-tuning on a curated,
domain-specific dataset with retrieval-augmented generation
(RAG). It aims to empower policymakers by enabling the model to
interpret, analyze, and draft legal regulation text more effectively.
To that end, the authors develop a supervised training set tailored
to legal-text tasks, integrate RAG so the model can access up-to-
date legal documents and external sources, and then evaluate its
impact on legal research and regulation development. They report
that this hybrid approach meaningfully improves the model’s
capacity to provide legally grounded responses, making it a
practical tool for evolving regulation-drafting workflows.”

Finance

The LLM Pro Finance Suite : Instruction-
Tuned Multilingual LLMs Tailored for
Financial Workflows

LLM Pro Finance Suite is a specialized set of instruction-tuned
LLMs ranging from 8 billion to 70 billion parameters and designed
specifically for financial-domain applications. The suite builds
upon generalist instruction-tuned LLMs, maintaining their broad
reasoning and toxicity-control capabilities, while fine-tuning
them on a curated corpus where over 50 % of the data derives
from finance-related texts in English, French and German.
Evaluation on a comprehensive financial benchmark reveals that
the models consistently outperform state-of-the-art baselines on
both finance-specific tasks and multilingual financial translation,
while retaining robust performance on general-domain tasks
thereby making the LLM Pro Finance Suite suitable as a drop-

in replacement for existing LLMs in financial workflows. The
authors also publicly release two 8 billion-parameter versions of
the models to encourage further research and development in
financial NLP

Environmental Monitoring

Google DeepMind Unveils WeatherNext
2: A Functional Generative Network
Architecture Delivering Probabilistic
Global Forecasts 8x Faster

The research team at Google DeepMind has introduced
WeatherNext 2, a next-generation global weather-forecasting
system that leverages a novel Functional Generative Network
(FGN) architecture combined with large ensemble modelling to
provide probabilistic forecasts up to eight times faster than its
predecessor. The system predicts full 15-day global trajectories

on a 0.25° grid with 6-hour timesteps, modelling multiple
atmospheric and surface variables simultaneously. Rather than
generating a single deterministic outcome, it samples from the
joint distribution of possible weather futures and explicitly models
both epistemic and aleatoric uncertainty via independent model
seeds and shared functional noise. Although trained only on per-
location scalar marginals via the Continuous Ranked Probability
Score (CRPS), WeatherNext 2 reliably captures realistic spatial and
multivariate dependencies, achieving consistent gains over earlier
methods in terms of CRPS improvements, ensemble mean RMSE,
and derived event metrics such as tropical-cyclone tracks. Finally,
it is being integrated into products such as Gemini and Pixel
Weather, and exposed via enterprise platforms including Earth
Engine, BigQuery and Vertex Al#’

e
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8 https://arxiv.org/pdf/2511.08621
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Infosys Developments

This section highlights Infosys’ recent participation in a key industry event, alongside company news and the exciting launch of the

latest features within Infosys RAI Toolkit.

Events

Responsible Al Symposium | October 16-
17,2025 | Fordham University, New York

On October 16-17, 2025, Fordham University, in collaboration
with the Al Alliance, hosted the Responsible Al Symposium

at its Lincoln Center Campus in New York City. The event
convened global scholars, technologists, and industry leaders

to explore the ethical, legal, and sustainable dimensions of Al.
Mandanna Appanderanda, Head of Infosys Responsible Al
Office (Americas), delivered a presentation titled “Scaling Trust:
How to Operationalize Responsible Al Across the Enterprise”
and joined a panel discussion on “Recent Progress and Future
Directions of Responsible Al His talk emphasized the shift
from reactive compliance to a proactive culture of responsibility,
advocating for continuous monitoring of regulations, research,
and incidents. Mandanna outlined how organizations can embed
Responsible Al through automated policies, robust processes,
and targeted literacy initiatives across leadership, middle
management, developers, and consumers. The symposium
featured keynote speeches, paper sessions, and workshops,
reinforcing the importance of interdisciplinary collaboration and
cross-sector partnerships in building a trustworthy Al ecosystem.

Responsible Al Literacy Workshop|
October 27,2025 | Bangalore

The Infosys Responsible Al Office, in collaboration with the Aapti
Institute, hosted an engaging Responsible Al Literacy Workshop

on October 27, 2025, in Bangalore. The session brought together
passionate minds across Infosys to explore the importance of
ethical, transparent, and human-centric Al practices. Participants

External Document © 2025 Infosys Limited

actively exchanged ideas and experiences, reinforcing a shared
commitment to embed Responsible Al principles into every stage
of Al design, deployment, and governance. The workshop fostered
a culture of awareness and accountability, advancing Infosys’
mission to operationalize Responsible Al across its ecosystem.

Al Use case assessment Hackathon | 27-29
October 2025|Bangalore

| C— |

A three-day Al Use case assessment Hackathon brought together
leaders and experts from across Infosys including Legal, Quality,
security and the Responsible Al Office for an intense and
collaborative brainstorming sprint. Over the course of three days,
participants explored innovative ways to define and improve the
time taken for Al use cases, identifying opportunities to streamline
processes, enhance automation, and strengthen governance
frameworks. Through pre-discussions, in-depth presentations,

and cross-functional collaboration, the event concluded with
promising outcomes and actionable insights to advance Infosys’ Al
excellence journey.

Responsible Al Literacy Workshop |
November 3, 2025 | Monte Carlo

A N

p——

On November 3, 2025, the Infosys Responsible Al Office, in
collaboration with the Aapti Institute, hosted an engaging
Responsible Al Literacy Workshop in Monte Carlo, led by
Inderpreet Shawney,Chief Legal Officer at Infosys, Faiz Ur
Rahman Vice President & IP Head at Infosys and Balakrishna
DR,Executive Vice President at Infosys. The session brought
together senior Infosys leaders for an interactive deep dive into
the practical application of Responsible Al principles across real-
world scenarios. Through collaborative discussions, the workshop
underscored the importance of leadership understanding

the entire Al lifecycle from design to governance through an
ethical and responsible lens, reinforcing the need for thoughtful
stewardship in Al adoption.
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Infosys Confluence EMEA 2025 | November
4-6, 2025 | Monte Carlo

Infosys Confluence EMEA 2025, held in Monte Carlo from
November 4-6, brought together global leaders, partners,

and innovators under the theme “Al Your Enterprise.” The
event featured the launch of Infosys TopazFabric, a strategic Al
framework designed to align machine capabilities with human
insight. Infosys CEO & MD Salil Parekh opened the event with
a keynote on building Enterprise Al at scale and with trust,

highlighting how Infosys is enabling clients with Al-powered
engineering, industry-specific agents, and a workforce trained

in Al. Infosys CTO Rafee Tarafdar shared how TopazFabric
represents a unified, composable stack that blends automation
with human ingenuity to accelerate service delivery and reimagine
enterprise transformation. Balakrishna DR (EVP- Head-Global
Services), Mona Dash along with Responsible Al Office Leaders
Syed Ahmed, Sray Agarwal actively participated in the event,
contributing to discussions on ethical Al deployment, ecosystem
alignment, and the future of human-centric Al.

Responsible Al Session | November 5, 2025
| University of lllinois Chicago

On November 5, 2025, Ahammed Saeed Pullaratt from Infosys
delivered an invited talk in the IDS 494 — Al Essentials for Business
course at the University of lllinois Chicago, led by Dr. Alvin Chin.
The session focused on Responsible Al Practices, covering global
standards, legal and technical guardrails, Infosys’ AI3S framework,
and a live demo of the Responsible Al Toolkit. Designed to

bridge academic learning with industry implementation, the
session offered students a practical view into how Infosys is
operationalizing Responsible Al across business contexts.

Third India-France Al Policy Roundtable |
November 7, 2025 | lISc Bengaluru

The Third India—-France Al Policy Roundtable was held on
November 7, 2025, at lISc Bengaluru as a pre-summit event for
the Al Impact Summit 2026. Co-chaired by Ms. Anne Bouverot,
Special Envoy of the President of French Republic for Artificial
Intelligence, and Mr. Amit A. Shukla, Joint Secretary, Cyber
Diplomacy Division, Ministry of External Affairs, the dialogue

36

focused on collaboration in Al |nfrastructure research, |ndustry B
partnerships, and Responsible Al governance. Ashish Tewari,
Head of Infosys Responsible Al Office(India), shared insights on
ethical Al practices and governance frameworks, reinforcing
Infosys’ commitment to responsible innovation. The roundtable
concluded with a shared vision to strengthen bilateral cooperation
and deliver actionable outcomes for the Al Impact Summit 2026
and the India-France Year of Innovation 2026.

Consultation with EU Policy Makers |
November 10-14, 2025 | Brussels

S |

E:LJ Europese Commissie l
_ Commission européenne

The Responsible Al Office, in collaboration with the Legal team,
led a series of consultations with members of the EU Parliament,
the EU Al Office, officials from the Indian Embassy in Belgium, and
other key stakeholders in Brussels. These discussions focused on
highlighting the critical role of system integrators in the end-to-
end Al value chain. Through these strategic engagements, Infosys
continues to strengthen global collaboration aimed at shaping
inclusive and accountable Al governance frameworks.

Responsible Al and Industry Landscape |
November 17 2025 | ISB, Mohall
' .

A session on Responsible Al and Industry Landscape was held

on November 17, 2025, at Mohali. The discussion focused on

why Responsible Al (RAI) is critical and provided insights into the
current industry position on Al and RAl adoption. Pankaj Grover,
Senior Data Scientist at Infosys Responsible Al Office, delivered
an insightful talk titled “Why Responsible Al is Very Important
& Where Industries Stand in Terms of Al & RAI”. The session
helped participants connect theoretical concepts with practical
industry realities and emphasized the importance of ethical Al
practices and governance frameworks. The event concluded

with an interactive exchange of ideas, fostering a deeper
understanding of how organizations can integrate Responsible Al
principles into their strategies and operations.
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Infosys Responsible Al Toolkit -
A Foundation for Ethical Al

The Open-Source Infosys Responsible Al Toolkit can be
accessed from its public GitHub repo® also as project Salus.®

Overview of the Responsible Al Toolkit

Infosys Responsible Al Toolkit (Technical Guardrail) is an API
based solution designed to ensure the ethical and responsible
development of Al Applications. By integrating security,
privacy, fairness and explainability into Al workflows, it
empowers us to build trustworthy and accountable Al systems.
It includes below main components:

Security APIs

Prompt Injection & Jailbreak Check |
Adversarial Attacks | Defence Mechanism

>

Privacy APIs

PIl Detection & Anonymization (Text,
Image, DICOM)

Explainability APIs

Feature Importance | Chain of Thoughts |
Thread of Thoughts | Graph of Thoughts

Safety APIs

Profanity | Toxicity |
Obscenity Detection | Masking

Fairness & Bias APIs

Group Fairness | Image Bias Detection |
Stereotype Analysis

Explainable Al:
Provide transparent
explanations for Al

decisions, fostering trust
and understanding

Data Privacy:

Protect sensitive
information and comply
with privacy regulations Mitigating

Fairness & Bias:
Identify & address bias
in data and models
Enhanced to ensure equitable
Security: outcomes

Safeguard your Key

Al applications

against Features

vulnerabilities
& attacks

Versatility:
Applicable to a wide
range of Al models
and data types, cloud

agnostic

New Features

Below new features are developed and will be available soon in
our next release (version 3.0.0).

® Explainability Enhancement Using Reasoning Models

® Second order explainable Al (SOXAI) Technique for
Explainability Module

® Multi-lingual support for FM-Moderation Guardrails
® Signature and face masking in Privacy module
® Bulk document safety validation

® Moderation Layer Model based guardrails are improved
with finetuned smaller models to improve latency and
accuracy

Infosys Responsible Al Toolkit is now available in Dockerhub®*
also apart from GitHub. Star us and be a part of the Responsible

Al Revolution!

¥k Kk k

82https://github.com/Infosys/Infosys-Responsible-Al-Toolkit

8https://github.com/salus-rai/salus
8https://hub.docker.com/repositories/infosysresponsibleaitoolkit
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Contributors

We extend our sincere thanks to all the contributors who made this newsletter issue possible.

% Srinivasan S - Policy Advocacy, Consultancy and Customer Outreach, Infosys Responsible Al Office

Mandanna A N - Head of Infosys Responsible Al Office, USA

Siva Elumalai - senior Consultant, Infosys Responsible Al Office, India
Dakeshwar Verma - senior Analyst - Data Science, Infosys Responsible Al Office, India

Utsav Lall - senior Associate Consultant, Infosys Responsible Al Office, India

Anie Juby = Industry Principal, Infosys Topaz Branding & Communications, Bangalore

g)

4
@ Pritesh Korde - senior Associate Consultant, Infosys Responsible Al Office, India
@

Y JOSSY Mathew - senior Project Manager, Infosys Topaz Branding & Communications, Bangalore

Please reach out to responsibleai@infosys.com to know more about Responsible Al at Infosys.
We would be happy to have your feedback too.
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Infosys Topaz is an Al-first set of services, solutions and platforms using generative Al technologies. It amplifies the potential of humans,
enterprises, and communities to create value. With 12,000+ Al assets, 150+ pre-trained Al models, 10+ Al platforms steered by Al-first

specialists and data strategists, and a ‘responsible by design’ approach, Infosys Topaz helps enterprises accelerate growth, unlock efficiencies
at scale and build connected ecosystems. Connect with us at infosystopaz@infosys.com
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